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Research Summary
The results of previous research indicate that the presentation of deterring situational
stimuli in an attacked computing environment shapes system trespassers’ avoiding
online behaviors during the progression of a system trespassing event. Nevertheless,
none of these studies comprised an investigation of whether the effect of deterring cues
influence system trespassers’ activities on the system. Moreover, no prior research has
been aimed at exploring whether the effect of deterring cues is consistent across different
types of system trespassers. We examine whether the effect of situational deterring
cues in an attacked computer system influenced the likelihood of system trespassers
engaging in active online behaviors on an attacked system, and whether this effect
varies based on different levels of administrative privileges taken by system trespassers.
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By using data from a randomized experiment, we find that a situational deterring
cue reduced the probability of system trespassers with fewer privileges on the attacked
computer system (nonadministrative users) to enter activity commands. In contrast,
the presence of these cues in the attacked system did not affect the probability of
system trespassers with the highest level of privileges (administrative users) to enter these
commands.
Policy Implications
In developing policies to curtail malicious online behavior committed by system trespassers, a “one-policy-fits-all” approach is often employed by information technology
(IT) teams to protect their organizations. Our results suggest that although the use of a
warning banner is effective in reducing the amount of harmful commands entered into
a computer system by nonadministrative users, such a policy is ineffective in deterring
trespassers who take over a network with administrative privileges. Accordingly, it is
important to recognize that the effectiveness of deterring stimuli in cyberspace is largely
dependent on the level of administrative privileges taken by the system trespasser when
breaking into the system. These findings present the need for the development and
implementation of flexible policies in deterring system trespassers.
Keywords
cybercrime, deterrence, restrictive deterrence, honeypots, randomized field experiment

S

ystem trespassing—the illegal access of a computer or computer network (Berthier
and Cukier, 2009; Brenner, 2010)—is one of the fastest growing, yet least understood forms of cybercriminal activity. According to recent surveys, nearly half of
U.S. firms faced a data breach incident in 2014 (Ponemon Institute, 2014) and most
Americans are more fearful of falling victim to cybercrime than to all other serious violent
and property crimes (Riffkin, 2014). The concerns related to the potential harm caused by
system trespassers pose such a large threat that in April 2015, President Obama issued an
executive order authorizing a series of new legal sanctions intended to prevent individuals
from “engaging in significant malicious cyber-enabled activities.”1 Still, despite growing
concerns regarding the threats posed by system trespassers, there is limited understanding
and empirical investigation into the use of sanction threats in deterring malicious online
behaviors initiated by system trespassers.
In addressing this issue, we explore the effectiveness of sanction threats presented to system trespassers during the progression of a system trespassing event in dissuading trespassers
from navigating and manipulating files on the attacked computer. By drawing on restrictive

1.
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deterrence theory (Gibbs, 1975; Jacobs, 2010) and prior interdisciplinary research (Maimon,
Alper, Sobesto, and Cukier, 2014; Wilson, Maimon, Sobesto, and Cukier, 2015), the aim of
this work is to expand our understanding of system trespassers’ response to deterring stimuli
in two key ways. First, whereas the aim of prior research has been on the effects of a sanction threat on system trespassers’ passive attempts to avoid detection on the attacked system
(Maimon et al., 2014; Wilson et al., 2015), we examine the effect of a sanction threat on the
likelihood of system trespassers to engage in active online behaviors, including “roaming” the
attacked system and manipulating files permission on the attacked system. Second, although
the results of previous research have demonstrated the effectiveness of deterring cues in influencing all types of system trespassers (Maimon et al., 2014; Wilson et al., 2015), we first
examine whether the effect of such cues is conditional on the level of administrative privileges
imposed by the system trespasser in the attacked computer. To examine these questions, this
work employs data collected from a randomized field experiment, in which target computers
designed for the purposes of being infiltrated by system trespassers were deployed on the
Internet infrastructure of a large American university. Before describing our research design
and presenting the results, we begin by describing the nature of system trespassing and by
reviewing prior research examining restrictive deterrence in both cyberspace and the physical
world.
System Trespassing
System trespassing, alternatively referred to as computer hacking, computer cracking (Yar,
2006), or cyber-trespassing (Wall, 2001), refers to the illegitimate access into a computer
or computer network and to the redesign of the hardware or software configuration of
these systems in an effort to alter their intended function (Bachmann, 2010; Berthier
and Cukier, 2009; Brenner, 2010; the Computer Fraud and Abuse Act of 1986 [§ 1030
(a)(5)(c)]).2 System trespassers gain illegitimate access to a computer or computer network
by seeking out computer vulnerabilities in either random (i.e., any computer system with
vulnerabilities) or specific targets (i.e., specific computers to which system trespassers are
trying to infiltrate) through a variety of techniques used to search for accessible entry
ports (Maimon, Wilson, Ren, and Berenblum, 2015). Once vulnerabilities are discovered,
trespassers exploit these security gaps and infiltrate the target computer system, often using
credentials of legitimate users or system administrators (Lee, Roedel, and Silenok, 2003).
After obtaining unauthorized access, and depending on their motivation (e.g., monetary
gain, revenge, exploration, risk seeking, obsession, and ideology [McQuade, 2006; Xu, Hu,
and Zhang, 2013]), personality traits (e.g., rationality level and self-control [Bachmann,
2.

Although there are definitional debates on what is considered system trespassing and computer
hacking (Bachmann, 2010; Holt, 2007; Jordan, 2016; Jordan and Taylor, 1998; Schell and Dodge, 2002),
our use of the term system trespassing is consistent with the interpretation of the term put forth in the
Computer Fraud and Abuse Act of 1986 [§ 1030 (a)(5)(c)] as we believe it more accurately describes the
scope of illegal behavior that is the focus of the current study.
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2010; Bossler and Burruss, 2011]), and skill level (e.g., low or highly skilled [Giboney, Goel,
Proudfoot, and Valacich, 2015; Zhang, Tsang, Yue, and Chau, 2015]), system trespassers
can set up access, corrupt, and remove any private files hosted on the attacked system.
Additionally, system trespassers can use the network to launch subsequent cyberattacks on
other computers and victims (Bacher, Holz, Kotter, and Wicherski, 2005; Keizer, 2009;
Liu, Xiao, Ghaboosi, Deng, and Zhang, 2009; Provos and Holz, 2007), and once obtaining
information from the attacked system, they can sell it or use it for their own needs (Hutchings
and Holt, 2015).
Based on the login credentials used to break into the computer network, system
trespassers can infiltrate the attacked computer as either an administrative user or a nonadministrative user (Downing, 2004). Administrative accounts are usually held by information
technology (IT) officers and provide a fuller range of access to components of the computer
network. System trespassers who choose to infiltrate the attacked system as administrative users (commonly referred to as root users or as super users) gain admission into the
network with the highest level of access (Downing, 2004). Such access guarantees trespassers a distinct set of extended privileges such as access to all files and components of
the computer system; the ability to install, remove, or change any program or file on the
computer; as well as the ability to cause serious damage to the attacked system. The benefits
of gaining administrative privileges during a system trespassing event have been recently
demonstrated in a large-scale attack on the U.S. federal government. The system trespassers
who infiltrated the system “executed a sophisticated attack that gave them administrative privileges into computer networks at the Office of Personnel Management, mimicking the credentials of people who run the agency’s system” (Sanger, Perlroth, and Shear,
2015, emphasis added), and they stole millions of personnel records of U.S. government
employees.
Alternatively, system trespassers can access a target computer through nonadministrative accounts that are used by legitimate users of the system and that provide a more limited
degree of privileges on the attacked computer (Thakare, Chandurkar, and Deshmukh,
2013). Once infiltrating a computer system as a nonadministrative user, system trespassers
can still access, alter, remove, or install files on the attacked computer system, yet in a
more restricted manner (depending on the account setting). As such, although the privacy
of a legitimate computer user is still violated, the potential damage (both intentional and
not intentional) that a system trespasser with nonadministrative privileges on the system
can cause is minimal. The distinction in the potential for harm caused between trespassers
with and without administrative privileges remains so pronounced that cybersecurity experts have recently emphasized that preventing the exploitation of privileged user accounts
is essential to enhancing cybersecurity, noting that protecting against attacks on privileged user credentials “has become a critical element of our national defense as recent
attacks on government systems reveal an escalation in attacks from cybercrime to cyberespionage. Stealing and exploiting privileged accounts is a central element of the kill chain in
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cyberattacks of all kinds, regardless of attacker origin” (Taft, 2015).3 Still, researchers have
not investigated whether system trespassers’ access to varying levels of administrative privileges on the attacked system influences their online behaviors during the progression of
a system trespassing event. Because system trespassers’ privileges on an attacked computer
system may indicate intruders’ intentions and expected utility throughout a system trespassing event, we suspect that the effectiveness of deterring security policies and practices
in mitigating the consequences of a system trespassing event will depend on system trespassers’ imposed level of privileges on the system. The assumption that deterring cues in the
environment may influence system trespassers’ online behaviors during a system trespassing
event draws on recent extension of the classical deterrence model.
Theoretical Background
Deterrence and Restrictive Deterrence
Deterrence theory traces its roots back more than two centuries to the work of Beccaria
(1963 [1764]) and later to Bentham (1970 [1789]) who posited that individuals are rational
actors who choose to engage in criminal conduct based on a hedonistic weighting of the
potential costs and benefits of a criminal act. In particular, Beccaria (1963 [1764]) claimed
that the severity, celerity, and certainty of sanctions would be influential in deterring wouldbe offenders from criminal activity. Since these early writings, a voluminous amount of
literature has followed with researchers seeking to test and expand on the principles and
propositions outlined by early deterrence philosophers (Nagin, 1998, 2013; Paternoster,
2010).
Notably, Gibbs (1975) elaborated on traditional deterrence theory and proposed a
distinction between absolute and restrictive deterrence. Absolute deterrence, according to
Gibbs, is the complete inhibition of criminal activity in response to a threat of sanction or
the actual imposition of sanctions. Restrictive deterrence, by contrast, is the partial reduction
of criminal conduct in light of deterring cues. According to Gibbs, restrictive deterrence
occurs when an offender is not wholly deterred from engaging in criminal conduct, but
instead, the offender adapts his or her behavior during the progression of the criminal
event in a specific manner that will reduce the probability of detection and punishment.
In the original theorizing of the concept, Gibbs focused primarily on the reduction in the
frequency of criminal conduct as a unique restrictive deterrence strategy. Later extensions to
Gibbs’s concept by other researchers proposed that deterring cues could influence offenders’
behavior in ways other than reduction in the frequency of criminal behavior (Jacobs, 1993,
2010). Specifically, Jacobs (2010) noted that in the presence of deterring cues (e.g., CCTV
cameras and police officers), offenders will be more likely to (a) reduce the seriousness of
their criminal activity (believing that punishment will not be as severe for more minor
3.

“Cyber Kill Chain” is a model developed by Lockheed Martin to describe the various stages of a
cyberattack (see Hutchins, Cloppert, and Amin, 2011).
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violations of the law), (b) take measures to decrease the likelihood of detection, and (c)
change the location of the criminal event.
Interestingly, although the aim of extensive criminological research has been to examine the effect of absolute deterrence on crime (Nagin, 1998, 2013; Paternoster, 2010),
limited applications of restrictive deterrence still exist. Nevertheless, some empirical evidence
provides support for the Gibbs’s (1975) and Jacobs’s (2010) theoretical propositions in application to street-level drug dealers (Jacobs, 1993, 1996a, 1996b), auto-thieves (Jacobs and
Cherbonneau, 2014), and marijuana cultivation (Nguyen, Malm, and Bouchard, 2015).
For instance, the Jacobs (1996a) interviews with street-level crack dealers demonstrate that
dealers are responsive to threats from law enforcement, but rather than completely curtail
their offending behavior after the threat of sanctions, offenders actively change locations
within neighborhood contexts to avoid apprehension.
Online Restrictive Deterrence
After acknowledging the extensive criminological literature that comprises studies aimed
at theorizing and investigating the effect of deterrence practices in preventing and restricting individuals’ involvement in off-line crimes (Gibbs, 1975), contemporary cybercrime
scholars have debated the relevance of deterrence in preventing and reducing the scope of
individuals’ involvement in online crime. On the one hand, some scholars have suggested
that traditional deterrence mechanisms will be ineffective in preventing and dissuading
cybercriminals’ illegitimate online behaviors (Andress and Winterfeld, 2011; Blank, 2001;
Brenner, 2010; Harknett, 1996; Libicki, 2009). According to these scholars, as a result of
the anonymous nature of cyberspace, and the difficulty involved in identifying and detecting online criminals, the certainty of an official punishment for online crimes (and system
trespassers in particular) is minute. Consequently, offenders’ perceived risk of detection is
low (Geerken and Gove, 1975), and the perceived threat of sanctions is greatly diminished
(Denning and Baugh, 1999; Harknett, 1996; Harknett, Callaghan, and Kauffman, 2010).
On the other hand, other scholars have suggested that it is not necessary to identify
specific cyberoffenders for deterring cues to be effective in cyberspace (Goodman, 2010).
Accordingly, the implementation of deterring cues in a computing environment may alter
the risk perceptions of a system trespasser, and they may result in an online behavioral change
that increases trespassers’ exposure on the system. Similarly, the small probability of official
punishment for online crime does not necessarily mean that the probability of unofficial
punishment (e.g., hack-back or losing access to the target computers) is small as well (see
Holzer and Lerums, 2016; Riofrio, 2013). Recent empirical evidence tends to show support
for the view espousing potential restrictive influences of deterrence-based strategies on online
criminals’ illegitimate operations (Kigerl, 2015; Maimon et al., 2014; Stockman, Heile,
and Rein, 2015; Wilson et al., 2015). Maimon et al. (2014) and Stockman and colleagues
(2015) reported that system trespassers are responsive to sanction threats, showing that in
line with restrictive deterrence theory, displaying a message issuing a warning to system
694

Criminology & Public Policy

Testa et al.
trespassers can serve as a credible threat that does not lead to an immediate termination of
a trespassing incident but does significantly reduce the duration of trespassing incidents.
Similarly, Wilson et al., (2015) found that the presence of a surveillance banner reduces the
probability of system trespassers to enter computer commands on the network during a first
system trespassing event. Moreover, these scholars found that the probability of commands
being entered on the attacked system in future system trespassing events is conditional on
whether commands were typed in previous system trespassing events.
Although these works are important to our understanding of system trespassers’ attempts to avoid detection in the presence of deterring cues, they still do not result in
providing a link between the presence of deterring cues in the environment and offenders’
willingness to escalate the severity of crimes they commit. By drawing on the results of
these previous studies, we suspect that deterring situational stimuli in an attacked computer
system could influence system trespassers’ online behaviors on an attacked computer system
during the progression of a system trespassing incident. Nevertheless, because the effect of
deterrence tends to vary across offenders (Piquero, Paternoster, Pogarsky, and Loughran,
2011; Pogarsky, 2002; Thomas, Loughran, and Piquero, 2013) and situations (Maimon and
Browning, 2012), we also examine whether system trespassers’ differential access to criminal opportunities in the attacked computer system conditions their response to deterring
cues.
Deterrence, Criminal Opportunities, and Criminal Offending
All in all, criminological theory often anticipates that varying degrees of access to resources
and criminal opportunities may play an important role in conditioning the effect of deterrence on criminal behavior (Nagin, Solow, and Lum, 2015; Piliavin, Gartner, Thornton,
and Matsueda, 1986). For instance, Piliavin and colleagues (1986: 116) noted that perceptions of the opportunities and returns of crime are unstable over time and vary across
situations such that “assessments of risk are to some extent situationally-induced, transitory,
and unstable.” More recently, Nagin et al. (2015) contended that police can deter criminal activity by affecting the distribution of criminal opportunities available to would-be
offenders and by reducing offenders’ perceptions that criminal events can be successfully
completed. Nevertheless, only scant criminological research has been aimed at investigating
these relationships in either noncyber- or cyberenvironments. Moreover, no researchers to
date have investigated the intersection of access to privileges, criminal opportunities, and
situational deterring cues on the progression of a criminal event. Given a growing body
of research that has produced results demonstrating rationality in decisions to offend in
cyberspace (Maimon et al., 2014; Png and Wang, 2009; Rege, Ferrese, Biswas, and Bai,
2014; Wilson et al., 2015), we explore whether different administrative privileges taken
by intruders during a system trespassing event result in consistent responses to sanction
threats and dissuade system trespassers’ navigation and manipulation of file permission on
the attacked computer system.
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Current Study
The use of sanction threats as a means to raise the perceived costs of criminal behavior has for
centuries been the primary policy of the criminal justice system’s efforts to deter would-be
offenders (Nagin, 1998). Although questions remain regarding the effectiveness of criminal
sanctions as a means to curtail adverse behavior (Paternoster, 2010; Pratt, Cullen, Blevins,
Daigle, and Madensen, 2006), the use of sanction threats serves as a flexible policy applied
to several behaviors ranging from traditional criminal offending (Nagin, 1998; Paternoster,
2010), to terrorism (Dugan and Chenoweth, 2012; LaFree, Dugan, and Korte, 2009), and
recently, to malicious activity in cyberspace (Maimon et al., 2014).
Within the United States, recommendations regarding the applications of sanction
threats as a means to prevent and mitigate criminal behavior in cyberspace are outlined in
policy guidelines written by the National Institute for Standards and Technology (NIST,
2009). In part, NIST recommendations provide minimum-security guidelines for governmental, industrial, and private agencies, and they recommend that IT managers display an
approved system-use notification to users in the form of a banner or message before granting
access to the network. A banner is recommended to include the following information: (a)
organizational policies regarding unauthorized access and use of the system and (b) the
unauthorized use of the information system is prohibited and subject to criminal and civil
penalties.4
We examined the effect of sanction threat in the form of a warning message on
system trespassers’ (a) navigation in an attacked computer system and (b) manipulation of
file permission during the progression of a system trespassing event.5 In drawing on the
theoretical claims of Gibbs (1975) and Jacobs (2010), we tested whether the presence of
a sanction threat installed in line with NIST’s (2009) policy recommendations influences
the potential harm caused by system trespassers after unlawfully accessing the computer
network. Consistent with the results of prior research indicating that the use of a banner
message can successfully reduce system trespassers’ time (Maimon et al., 2014; Stockman
et al., 2015) and the likelihood to enter computer commands in the system (Wilson
et al., 2015), we hypothesized that the presence of a sanction threat in an attacked computer
system would dissuade system trespassers’ navigation in the attacked system and discourage their
manipulation of file permission during the progression of a system trespassing event. Specifically,
we suspected that in the presence of a warning banner, system trespassers would be more
focused and task oriented during the progression of the criminal event and would be less
likely to explore the attacked system extensively and to navigate back and forth between the

4.

There is no indication how prevalent the practice of deploying a warning banner is among universities,
government agencies, or private companies as organizations typically do not advertise security
practices.

5.

Progression of a system trespassing event is the outcome of the series of commands entered by a
system trespasser in the attacked computer over time during a unique system trespassing event.
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attacked system directories. Moreover, we suspected that in the presence of a warning banner,
system trespassers would be reluctant to change file permissions to avoid an escalation of
the system trespassing event (Jacobs, 2010).
Our second goal was to determine whether the effect of sanction threats on system
trespassers’ navigation in the system and manipulation of file permission varied based
on system trespassers’ level of administrative privileges on the system. Given the benefits
associated with greater access and privileges on the network and the ability to remove traces
easily from the attacked computer, there are two reasons to believe that administrative
users will not be deterred by the presence of a warning banner on the system. First,
accessing the system with administrative credentials that provide extra privileges on the
network may be associated with high expected utility for carrying out a criminal act (e.g.,
monetary gain, revenge, and espionage). Therefore, it may be difficult to dissuade trespassers
from extensively exploring (by navigating on the system) and changing file permissions on
the attacked system throughout the progression of the system trespassing event when the
potential benefits from a criminal event are heightened. Second, it is possible that those who
access the system with administrative credentials may have high criminal efficacy. Brezina
and Topalli (2012: 1059) noted that criminal self-efficacy refers to one’s belief that he or she
can perform a criminal task well enough that many offenders continue to engage in crime
even when faced with the threat of sanctions “bolstered by confidence in their ability to
succeed at crime and motivated by the possibility of greater success in the future.” Related
to this, the results of prior research suggest that offenders’ optimism regarding their ability
to be successful at crime may lead to an increase in offending behavior (Cherbonneau
and Copes, 2006). In the case of system trespassing, it is possible that trespassers who
infiltrate the system with the highest level of administrative privileges believe they can
successfully complete their criminal task and avoid detection even when faced with the
threat of sanctions. Indeed, system trespassers who obtain administrative credentials have
many opportunities to engage in detection avoidance strategies such as removing files
from the attacked system and cleaning computer event logs (i.e., special files that record a
significant event on the computer such as when a user logs in) because they have the right
privileges to do so (Provos, Friedl, and Honeyman, 2003; Shen, Chen, Li, and Liu, 2013;
Snowberger and Thain, 2005). Opportunities to engage in detection avoidance practices
may in turn reduce trespassers’ perceived risk of detection and punishment (Jacobs, 1993,
1996a). Therefore, we hypothesized that a warning banner may be ineffective in restricting
the scope of navigation and file manipulation behaviors of system trespassers with administrative
privileges on an attacked computer system.
In contrast, system trespassers who infiltrate the attacked system with no administrative
privileges face limited opportunities and few potential benefits on an attacked computer
system. The motivation of these system trespassers might be different than the motivation
of system trespassers with administrative privileges and include exploration and risk seeking
only. Thus, we propose that for system trespassers with few criminal opportunities and
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less potential for substantial rewards, the marginal increase in costs resulting from the
presence of a sanction threat should have a stronger effect on dissuading navigation back
and forth between directories and changing file permissions during the progression of the
system trespassing event. Moreover, it is also plausible that those who do not obtain access
with administrative credentials may have low criminal efficacy because they are not able
to cover their traces on the attacked computer in an effective manner (system trespassers
with nonadministrative privileges cannot change the attacked computer event log files).
Therefore, our third research hypothesis suggests that system trespassers with nonadministrative
privileges were likely to restrict the scope of their navigation on the attacked system and avoid
manipulation of file access after being exposed to a banner.
Data and Method
Design
To test our research hypotheses, we used data collected from a randomized experiment
conducted at a large American university. The experiment used 300 public Internet Protocol
(IP) addresses provided by the university information technology team.6 These IP addresses
were used for deployment on high-interaction honeypot computers. Overall, honeypot
computers are target computers that are used as a decoy for security or research purposes.
These target computers are set to allow system trespassers with access to these systems
and to collect information about intruders’ behavior during a real system trespassing event
(Spitzner, 2002). In this study, we deployed “high-interaction honeypots” that allowed
system trespassers to interact with the application or services of the network in real time.
Low-interaction honeypots, on the other hand, allow only limited interaction between the
system trespasser and the computer system (see Riden and Seifert, 2008; Zhuge et al., 2007).
The deployed honeypots (which will be identified as target computers henceforth) were set
up using the Linux Ubuntu 10.04 operating system (Canonical Group Limited, London,
U.K.), and they were designed to imitate the activity of the regular university computer.
Procedure
In this experiment, we did not actively recruit subjects; rather, target computers (i.e., targets
of opportunities) were deployed on the university network for a period of 6 months (from
October 2011 to April 2012).7 During this time, the research team waited for system

6.

An IP address is a unique identification number (similar to a telephone number), which a computer
system uses to connect to the Internet and to correspond with other systems. Each IP address is a
unique combination of four numbers arranged from 1 to 256 (e.g., 111.11.111.11).

7.

For security reasons, the university technology team prohibits the disclosure of specific details
regarding our server capacity and capabilities, the number of nodes in the network, and data size and
transmissions. In general, the servers we used in the current study were deployed on a large public
university network. The network provides services to more than 35,000 students, greater than 9,000
faculty and staff, and an alumni network of more than 300,000 living individuals.
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trespassers to identify the target computers, scan and identify vulnerable entry points
through which they can infiltrate the system, and use specialized toolkits that enable the
intruder to gain access to the network by guessing the correct combination of legitimate
users’ passwords and usernames (McQuade, 2006).8 All in all, when accessing a target
system, prospective trespassers can attempt to crack the combination of username and
password that is associated with either administrative or nonadministrative users on the
system. Consistent with these two possible ways to gain an illegitimate access to a Linux
computer, we allowed system trespassers to infiltrate our systems either as administrative or
as nonadministrative users. To simulate a genuine computer network, the target computers
were designed to reject login attempts by system trespassers until reaching a predefined
threshold between 150 and 200 attempts.9 A login attempt on the nth attempt was treated
as correctly cracking legitimate login credentials, and the trespasser was allowed into the
system (either as administrative or nonadministrative user) and was able to access the
system at a later time using the same credentials.10 Each time a user logged back into
the system with the same credentials, it was recorded as a new system trespassing event.
After successfully cracking into the system either as administrative or as nonadministrative users, trespassers were randomly assigned to 1 of 16 conditions.11 To account for
technical attributes of the computing environment, we employed a 2 [warning banner, no
banner (control)] × 2 [low (512 MB) RAM, high (2.25 GB) RAM] × 2 [low (128 kb/s)
bandwidth, high (512 kb/s) bandwidth] × 2 [low (5 GB) disk space, high (30 GB) disk

8.

Toolkits are software applications that permit system trespassers to select a username to be used to
attempt to gain access to the system.

9.

The number of attempts limits the ability of human users to break into the system by arbitrarily typing
login credentials by hand. Therefore, it prioritizes the use of brute force toolkits by system trespassers.
Most brute force toolkits do not report the number of trials needed to gain access to the system.
Accordingly, whether the threshold was set at 150 or 1,500 attempts should not have an impact on the
sample in the current study.

10.

It is important to note that there are several ways in which a system trespasser can gain access to
administrative account privileges by using brute force methods. For instance, trespassers may use
technical or sophisticated strategies such as phishing attacks, malware, or automated tools to exploit
vulnerable systems. Additionally, a less common approach in the current experimental study was for
system trespassers to obtain administrative credentials to log on as a nonadministrative user by using a
username and password combination associated with a nonadministrative account and attempting to
gain access as an administrative user by using Linux commands such as su, kdesu, and sudo. Achieving
administrative status through this path was rare in our experiment (observed in less than 2% of the
target computers). Accordingly, in the current study, most trespassers gained administrative privileges
by cracking username and password credentials associated with these accounts. Nevertheless, this is
only one of several approaches that could be employed by system trespassers to gain access to such
accounts.

11.

Like many computers on the university network intended for public use, the target computers deployed
in this experiment did not have personal files contained on them. Rather, the only files on the target
computer were system and configuration files. Although no additional files were added to the target
computers, system trespassers could have downloaded or installed files onto our systems.
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space] factorial design.12 Those assigned to the warning group were exposed to the following
message appearing on the computer screen immediately after successfully breaking into the
system:
The actual or attempted unauthorized access, use, or modification of this system is
strictly prohibited. Unauthorized users are subject to institutional disciplinary proceedings and/or criminal and civil penalties under state, federal, or other applicable
domestic and foreign laws. The use of this system is monitored and recorded for
administrative and security reasons. Anyone accessing this system expressly consents
to such monitoring and is advised that if monitoring reveals possible evidence of
criminal activity, the Institution may provide the evidence of such activity to law
enforcement officials.
Those assigned to the control group did not receive any message on their computer screen
when logging onto the computer.
After successfully accessing the target computer, system trespassers were given access to
the system for 30 days; at which point, they could freely log in and log out of the system,
share access to the target computers with others, and use it to attack other computer systems.
During the time in which a trespasser used the system, various information about the user’s
activity was collected with special software (Sebek keylogger). The breadth of data collection
provided a detailed record of system trespassers’ online behavior through an investigation
of the specific commands associated with the Linux operating system entered by system
trespassers on the target computer. To ensure that trespassers did not cause serious harm
to other computer networks or systems, we employed network flow tools (NFDUMP) that
provided constant surveillance of the activity transferred from the target computers to the
Internet. After 30 days, the trespassers were removed from the system; target computers were
cleaned and redeployed onto the network. Thus, to regain access and initiate subsequent
trespassing events on our target computers, the system trespasser had to break into the
system again.
During the 6 months of the experimental period, 502 target computers were infiltrated
by system trespassers; of those, 221 target computers were used by system trespassers to enter
commands. (See the Appendix for a distribution of the number of computers infiltrated and
used by system trespassers per the 16 experimental conditions.) As we have focused our work
on the progression of a system trespassing event and on analysis of computer commands
entered into the attacked system, we examined data collected by target computers that
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had computer commands recorded.13 Moreover, because an examination of all commands
entered on the target computers indicated that none of the trespassers entered the specific
commands necessary to unveil details of the three technical components (i.e., RAM size,
disk space, and bandwidth), we only tested for the effect of the warning banner in this
work.14
Overall, most target computers (79.1%) were infiltrated by system trespassers who
employed administrative credentials to the system.15 Because random assignment to groups
was done after cracking into the system, the proportions of target computers with warning
banners that were infiltrated by administrative and nonadministrative system trespassers were
similar. Specifically, although 49.7% of the target computers that were infiltrated by system
trespassers with administrative credentials had a banner installed (87 computers), 52.2%
of the target computers that were infiltrated by system trespassers with nonadministrative
credentials had a warning banner installed (24 computers). A t test for the differences in
the proportion of attacked computers with the banner condition across administrative and
nonadministrative system trespassers revealed no statistically significant difference between
the groups. Similarly, no statistical difference was found between the proportions of system
trespassing events that were launched from target computers with a warning banner installed.
Overall, the 221 target computers yielded 553 unique system trespassing events with
at least one computer command. A total of 415 of the trespassing events were initiated
by system trespassers who employed administrative credentials on the system, whereas
the other 138 trespassing events were launched by nonadministrative system trespassers.
Approximately half of the system trespassing events initiated by administrative and nonadministrative system trespassers were launched from target computers that had a warning
banner installed (i.e., 48.7% and 49.3% of all system trespassing events initiated by these
groups, respectively).
Outcome Measures
In this study, we focused on two key online behaviors commonly exhibited by system
trespassers during the progression of a system trespassing event: navigation on the attacked
computer system and changing file permission. Navigation on Linux computers is usually

13.

In analysis not shown, we reran our analyses and included attacked computers that did not record a
keystroke as well (n = 502). The results from these analyses yielded similar results to those reported in
the article.

14.

Additional analyses including the technical component (i.e., RAM size, disk space, and bandwidth)
indicated no significant effects of these measures on our list of dependent measures. Furthermore,
none of the interaction terms between the technical configuration of the system and warning on our
list of dependent variables were statistically significant.

15.

A supplemental analysis comprising a sample including attacked computers that did not record a
keystroke (n = 502) similarly revealed that most target computers (74.98%) were infiltrated by system
trespassers who employed administrative credentials to the system.

Volume 16 r Issue 3

701

Research Article

Sanction Threats on Online Behaviors

performed through the typing of three key navigation commands: change directory, list files,
and print working directory.16 The change directory command (cd) is used to change the
directory the user is currently working on to navigate through the target computer system
and reach a desired point during the progression of a system trespassing event. Computer
users apply the change directory command followed by a pathname to specify the specific
directory in which they seek to access. For example, if a user seeks to advance to a file
contained in the “/user/folder1” directory, a user can access the desired directory using the
“cd/user/folder1” syntax. Similarly, the list files (ls) command is used to list information
visually about the files and contents that are available on the directory that a user is currently
working on. Accordingly, to generate information about the files and contents available on
the current directory, a user can type the “ls” command to call forth a tabular listing of
all files available and use this information to decide how to navigate through the system.
Finally, the print working directory (pwd) command is used to report the full pathname of
a working directory, which is used for storing files. For instance, if a user has advanced to a
file contained in the “/user/folder1” directory, a trespasser can confirm his or her location
by calling forth information on the pathname of his or her current location with the “pwd”
command.
The change file permission command (chmod) is used to change the permissions of
files, which define the way in which a particular file can be accessed. File permissions are
ways to protect files by designating which users may access particular files and what level of
access a given user has to the files. For instance, a particular file may be designated for access
only by the owner of the file or by multiple members of a designated group. Similarly, files
are designated with particular levels of access such as “read-only,” where users can read but
not manipulate a file. The change file permission command can change the classifications of
permissions and access to a given file to give unauthorized users access to a file or change file
permissions in such a way to allow the file to be altered by a user. Both administrative and
nonadministrative users can change file permission on the system. Nevertheless, although
administrative users can change file permissions of all files on the system, nonadministrative
users can change the file permission of files they created and own only.
To capture the effect of a warning banner on the presence of navigation and change file
access commands in the attacked computer system, we estimated the proportion of target
computers and system trespassing events in which these commands were recorded. For
the navigation commands, we also estimated the proportion of target computers recording
at least one of the three navigation commands on the system. To tap the volume of
navigation and change file access commands on the target computers, we constructed a
command rate measure by counting the number of times each command was entered on the
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system, dividing by the overall number of system trespassing events initiated from the target
computer, and then multiplying the outcome by three.17 For the navigation commands,
we also calculated an overall navigation commands rate including the three navigation
commands. Finally, to capture the frequency in which navigation and change access files
commands were entered during a system trespassing event, we counted the number of
times each command was recorded during the event. For the navigation commands, we also
calculated the overall frequency of the navigation by adding the overall number of the three
navigation commands recorded during a system trespassing event.
Table 1 presents descriptive statistics of both the proportions of target computers and
the system trespassing events with “navigation” and “change file permission” commands
recorded, as well as the frequency in which these commands were recorded by system
trespassers. As indicated in the table, navigation commands were commonly entered in
most target computers (85%) and system trespassing events (77%). Moreover, the average
rate (13.35 navigation commands per three system trespassing events) and frequency (4.53
commands per three system trespassing events) of navigation commands entered on the
target computers were high. Nevertheless, although target computers and system trespassing
events with “change directory” and “list files” commands were common, the “print working
directory” command was recorded on few of the target computers and system trespassing
events, and in a lower frequency. In contrast to the pattern revealed for the navigation
commands, 43% of the target computers and 23% of the system trespassing events recorded
the change file permission command. Both the average rate of the “change file permission”
command on an attacked computer system (1.30 per three system trespassing events) and
frequency of appearance during the progression of system trespassing event (0.37) were
consistently low.
Importantly, Table 1 also presents the proportions and frequencies of navigation and
change file permission commands recorded on computers infiltrated and system trespassing
events initiated by administrative and nonadministrative system trespassers. Note that with
the exception of one command (list files), there were no significant differences between the
proportions and frequencies of navigation and change file permission commands recorded
on computer systems attacked and system trespassing initiated by system trespassers with
administrative privileges and system trespassers with nonadministrative privileges.
Results
Target Computer
We begin by exploring our first research hypothesis using data at the target computer level,
and we estimate the differences between the proportion of warning and no warning target

17.

Although the average number of system trespassing events with commands recorded on our system is
2.5 system trespassing events, we opt to construct a command rate per 3.0 system trespassing events
for ease of interpretation.
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Manipulate File Access Command
Change file permission

Navigation composite

Print working directory

List files

Navigation Commands
Change directory

Command

0.43
(0.50)

0.80
(0.40)
0.73
(0.44)
0.11
(0.32)
0.85
(0.36)

Full Sample (N = 221)

0.45
(0.50)

0.82
(0.39)
0.72
(0.45)
0.13
(0.34)
0.86
(0.34)
0.37
(0.49)

0.72
(0.46)
0.76
(0.43)
0.04
(0.21)
0.80
(0.40)
0.23
(0.42)

0.67
(0.47)
0.61
(0.49)
0.05
(0.22)
0.77
(0.42)

Full Sample (N = 553)

0.24
(0.43)

0.65
(0.48)
0.58
(0.49)
0.06
(0.24)
0.75
(0.43)

Initiated by
Administrative
Trespassers (n = 415)

Infiltrated by
Administrative
Trespassers (n = 175)

(Continued)

0.21
(0.41)

0.70
(0.46)
0.72***
(0.45)
0.02
(0.15)
0.82
(0.39)

Initiated by
Nonadministrative
Trespassers (n = 138)

Proportion of Events With Commands

Proportion of Computers With Commands
Infiltrated by
Nonadministrative
Trespassers (n = 46)

System Trespassing Events

Target Computers

Descriptive Statistics of Target Computers and System Trespassing Events With Commands Entered On by System
Trespassers’ Administrative Privileges
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Note. Standard deviation in parentheses.
***
p < .01.
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Change file permission

Navigation composite

Print working directory
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Navigation Commands
Change directory
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1

1.30
(2.62)

6.87
(7.33)
6.14
(7.16)
0.34
(1.48)
13.35
(13.93)

Full Sample (N = 221)

1.25
(2.28)

6.86
(6.80)
5.92
(7.17)
0.39
(1.60)
13.17
(13.39)

Infiltrated by
Administrative
Trespassers (n = 175)

1.48
(3.68)

6.91
(9.15)
6.94
(7.11)
0.14
(0.88)
13.99
(15.99)

Infiltrated by
Non-Administrative
Trespassers (n = 46)

Average Rate of Commands Entered on Target Computers per 3 System
Trespassing Events
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0.37
(0.90)

2.20
(2.74)
2.24
(3.56)
0.09
(0.48)
4.53
(5.92)

Full Sample (N = 553)

0.38
(0.90)

2.24
(2.81)
2.29
(3.87)
0.10
(0.48)
4.63
(6.28)

Initiated by
Administrative
Trespassers (n = 415)

0.36
(0.93)

2.08
(2.54)
2.07
(2.40)
0.06
(0.46)
4.21
(4.71)

Imitated by
Nonadministrative
Trespassers (n = 138)

Average Number of Commands Entered During A System Trespassing Event
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computers with navigation and change file permission commands recorded. Table 2, Panel
A presents our findings from a t test for the difference between two group proportions.
Contrary to our first hypothesis, the presence of a warning banner on an attacked computer
system had no statistically significant effect on the probability of either navigation or change
file permission commands to be entered on the system. Specifically, although 85% of the nowarning target computers recorded at least one navigation command, 86% of the warning
computers recorded at least one navigation command as well (p > .10). Moreover, although
the proportion of warning target computers recording “change file permission” commands
(47%) appeared to be slightly higher than the no-warning computers recording the same
command (40%), this difference was statistically nonsignificant (p > .10). Investigation of
the differences between the average rate of navigation and change file permission commands
per three system trespassing events recorded on the warning and no-warning computers
revealed similar findings. Specifically, results from a t test for the difference between two
groups’ means indicated that the differences between the rates of either navigation or change
file permission commands entered on warning and no-warning computers were statistically
nonsignificant (p > .10).
In turning to our second research hypothesis, we next examined whether a warning
banner in an attacked computer system influenced the presence and volume of navigation
and change file permission commands on target computers attacked by system trespassers
who took over administrative privileges on the system. The findings from these analyses are
presented in the right columns of Table 2, Panel A. As indicated in the table, the presence
of a warning banner did not affect either the probability or the average rate of navigation
commands to be entered on computers infiltrated by system trespassers with administrative
privileges. Nevertheless, the presence of a warning banner significantly increased the proportion of target computers with “change file permission” commands recorded. Specifically,
we found that the proportion of warning target computers attacked by an administrative
system trespasser who entered a “change file permission” command on the attacked system
(52%) was significantly higher than the proportion of no-warning target computers attacked
by an administrative system trespasser who entered a “change file permission” command
(39%; p < .05). Moreover, the average rate of “change file permission” command entered
on warning target computers (1.69 commands per three system trespassing events) was significantly higher than the average rate of “change file permission” command on no-warning
computers (0.83 commands per three system trespassing events; p < .05). Thus, in support
of our second hypothesis, the results suggested that system trespassers with full administrative privileges were less likely to restrict the scope of navigation and change file permission
commands after being exposed to a warning banner.
Finally, we investigated the effect of the warning banner on the probability and
volume of navigation and change file permission commands to be entered on computer systems attacked by system trespassers with nonadministrative privileges on the
system. The findings from these analyses are presented in Table 2, Panel B. In support
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Manipulate File Access Command
Change file permission

Navigation composite

Print working directory

List files

Navigation Commands
Change directory

Command

0.40
(0.05)

0.81
(0.04)
0.72
(0.04)
0.13
(0.03)
0.85
(0.03)

No Banner
(n = 110)

0.47
(0.05)

0.78
(0.04)
0.75
(0.04)
0.10
(0.03)
0.86
(0.03)

Banner
(n = 111)

Proportion of Target
Computers

1.13
(0.24)

7.09
(0.76)
6.38
(0.75)
0.48
(0.18)
13.97
(1.48)

No Banner
(n = 110)

1.47
(0.26)

6.65
(0.64)
5.88
(0.60)
0.19*
(0.07)
12.73
(1.15)

Banner
(n = 111)

Average Rate of Commands
per 3 System Trespassing
Events

Full Sample (N = 221 computers)

Panel A. Target Computers Infiltrated by Any System Trespassers and by Administrative System Trespassers

0.39
(0.05)

0.80
(0.04)
0.70
(0.05)
0.16
(0.04)
0.84
(0.04)

No Banner
(n = 88)

0.52**
(0.05)

0.84
(0.04)
0.75
(0.05)
0.10
(0.03)
0.89
(0.03)

Banner
(n = 87)

Proportion of Target
Computers

0.83
(0.15)

6.47
(0.72)
5.80
(0.82)
0.60
(0.23)
12.88
(1.53)

No Banner
(n = 88)

(Continued)

1.69**
(0.30)

7.26
(0.73)
6.05
(0.71)
0.17*
(0.07)
13.48
(1.32)

Banner
(n = 87)

Average Rate of Commands
per 3 System Trespassing
Events

Infiltrated by Administrative Trespassers (N = 175 computers)

Proportion of Target Computers With Commands and Average Rate of Commands Per X System Trespassing Events Recorded
on Target Computers by System Trespassers’ Administrative Privileges and Experimental Conditions
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Note. Standard deviation in parentheses.
*
p< .05. ** p< .01. *** p< .001.
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Change file permission

Navigation composite

Print working directory

List files

Navigation Commands
Change directory

0.46
(0.11)

0.86
(0.07)
0.77
(0.09)
0.00
(0.00)
0.86
(0.07)

No Banner (n = 22)

0.29
(0.09)

0.58**
(0.10)
0.75
(0.09)
0.08
(0.06)
0.75
(0.09)

Banner (n = 24)

Proportion of Target Computers

Panel B. Target Computers Infiltrated by Nonadministrative System Trespassers (N = 46 Computers)

Command
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2.35
(1.03)

9.58
(2.42)
8.74
(1.83)
0.00
(0.00)
18.31
(4.15)

No Banner (n = 22)

0.69*
(0.39)

4.47**
(1.18)
5.29*
(1.04)
0.26
(0.25)
10.03**
(2.24)

Banner (n = 24)

Average Rate of Commands per 3 System Trespassing Events
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of our third hypothesis, the findings suggested that a warning banner substantially reduced
the use of both navigation and change file permission commands on computers attacked by
system trespassers with nonadministrative privileges. By beginning with navigation commands, we found that although 86% of the no-warning computers attacked by system trespassers with no administrative privileges recorded change directory commands, 58% of the
warning computers recorded that command (p < .05). Moreover, although 86% of the nowarning computers attacked by system trespassers with no administrative privileges recorded
at least one navigate command on the system, 75% of the warning computers recorded that
command. Indeed, although the difference for the composite navigation command was statistically nonsignificant, it still demonstrated an important trend (p > .10). Investigation of
the differences between the average rates of navigation commands recorded on warning and
no-warning computers revealed further that the average rate of “change directory” command
entered on warning target computers (4.47 commands per three system trespassing events)
was significantly lower than the average rate of “change directory” command on no-warning
computers (9.58 commands per three system trespassing events; p < .05). Furthermore, the
average rate of the unique “list files” command was significantly lower on warning computers (5.29 commands per three system trespassing events) relative to that on no-warning
computers (8.74 commands per three system trespassing events; p < .10). Finally, the overall rate of navigation commands was significantly lower on warning (10.03 commands per
three system trespassing events) than on no-warning target computers (18.31 commands per
three system trespassing events) attacked by nonadministrative system trespassers (p < .05).
Consistent with the lower proportions and rates of navigation commands entered in
the systems attacked by nonadministrative system trespassers, we also found that a warning
banner significantly reduced the presence and rate of the “change file permission” command
to be entered on computers attacked by nonadministrative system trespassers. Specifically,
we found that the proportion of warning target computers that recorded a change file
permission command (29%) was lower than the proportion of target computers with no
warning that recorded that command (46%; p > .10). Although the difference in the
proportion of warning and no-warning target computers that recorded the change file
permission command was statistically nonsignificant, the rate in which this command was
entered in the two types of computer was. Specifically, although the average rate of “change
file permission” command recorded on warning computer attacked by nonadministrator
system trespassers was 0.69 commands per three system trespassing events, the average rate
of this command on no-warning computers attacked by nonadministrator system trespassers
was 2.35 commands per three system trespassing events (p < .10).
System Trespassing Event
To assess the robustness of our findings, as well as to investigate whether these findings held
at the single system-trespassing event level, we reran our analyses and tested for significant
differences between the probability and volume of navigation and change file permission
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commands entered by system trespassers during a system trespassing event. By starting
again with examination of our first research hypothesis, we estimated the differences between the proportions of system trespassing events initiated on warning and no-warning
target computers and during which navigation and change file permission commands were
recorded. Table 3, Panel A presents findings from a t test for the difference between the
two groups’ proportions. As indicated in the left columns of Panel A, the presence of a
warning banner on an attacked computer system had no statistically significant effect on
the probability of navigation commands being entered during a system trespassing event.
Specifically, although 76% of the system trespassing events initiated on no-warning target
computers recorded at least one navigation command, 77% of the system trespassing events
initiated on warning target computers recorded at least one navigation command as well
(p > .10). Investigation of the differences between the average frequency of navigation and
change file permission commands recorded during system trespassing events initiated on
warning and no-warning computers revealed similar findings. Specifically, the difference
between the frequency of navigation commands entered during a system trespassing event
initiated from warning and no-warning computers was statistically nonsignificant. In contrast, the proportion of system trespassing events recorded on warning target computers and
entering “change file permission” command (26%) was significantly higher than the proportion of system trespassing events recorded on no-warning target computers and entering
“change file permission” command (20%; p < .10). Similarly, the differences between the
average frequency of “change file permission” command recorded during system trespassing
events initiated on warning computers (0.44 commands) was significantly higher than the
frequency recorded on no-warning computers (0.31 commands; p < .10).
Next, we examined whether a warning banner in an attacked computer system influenced the presence and volume of navigation and change file permission commands
to be entered by administrative system trespassers during a system trespassing event. The
findings from these analyses are presented in the right columns of Table 3, Panel A. As
indicated in the table, the presence of a warning banner did not affect either the probability or the frequency of navigation commands to be entered during a system trespassing
event initiated by system trespassers with administrative privileges on the attacked system.
Nevertheless, the presence of a warning banner significantly increased the proportion of
system trespassing events in which the “change file permission” command was recorded
and which initiated by administrative system trespassers. Specifically, we found that the
proportion of system trespassing events in which the “change file permission” command
was recorded and which was initiated by administrative system trespassers over warning
target computers (29%) was significantly higher than the proportion of system trespassing
events in which the “change file permission” command was recorded and which was initiated by administrative system trespassers over no-warning target computers (19%; p <
.01). Moreover, the frequency in which the “change file permission” command was entered
during a system trespassing event initiated by administrative system trespassers over warning
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Manipulate File Access Command
Change file permission

Navigation composite

Print working directory

List files

Navigation Commands
Change directory

Command

0.20
(0.02)

0.68
(0.03)
0.59
(0.03)
0.05
(0.01)
0.76
(0.03)

No Banner
(n = 283)

0.26*
(0.03)

0.65
(0.03)
0.64
(0.03)
(0.05)
(0.01)
0.77
(0.03)

Banner
(n = 270)

Proportion of Trespassing
Events with Commands

0.31
(0.05)

2.22
(0.17)
2.16
(0.23)
0.11
(0.03)
4.49
(0.37)

No Banner
(n = 283)

0.44*
(0.06)

2.18
(0.16)
2.31
(0.20)
0.07
(0.02)
4.55
(0.34)

Banner
(n = 270)

Average Number of
Commands Entered During an
Event

Full Sample (N = 553 Events)

Panel A. System Trespassing Event Initiated by Any System Trespassers and by Administrative System Trespassers

0.19
(0.03)

0.64
(0.03)
0.54
(0.03)
0.07
(0.02)
0.73
(0.03)

No Banner
(n = 213)

0.29***
(0.03)

0.66
(0.03)
0.61
(0.03)
0.05
(0.02)
0.77
(0.03)

Banner
(n = 202)

Proportion of Trespassing
Events with Commands

0.25
(0.05)

2.08
(0.19)
2.11
(0.28)
0.12
(0.04)
4.31
(0.44)

No Banner
(n = 213)

(Continued)

0.51***
(0.08)

2.42
(0.20)
2.48
(0.25)
0.07
(0.03)
4.97
(0.43)

Banner
(n = 202)

Average Number of
Commands Entered During an
Event

Initiated by Administrative System Trespassers (N = 415 Events)

Proportion of System Trespassing Events With Commands and Average Number of Commands Entered During a System
Trespassing Event By System Trespassers Administrative Privileges and Experimental Conditions
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Note. Standard deviation in parentheses.
*
p < .05. ** p < .01. p *** < .001.
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Navigation composite
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List files

Navigation Commands
Change directory

0.24
(0.05)

0.80
(0.05)
0.73
(0.05)
0.01
(0.01)
0.87
(0.04)

No Banner (n = 70)

0.17
(0.05)

0.60***
(0.06)
0.72
(0.05)
0.03
(0.02)
0.76
(0.05)

Banner (n = 68)

Proportion of System Trespassing Events with Commands

Panel B. System Trespassing Events Initiated by Nonadministrative System Trespassers (N = 138 Events)

Command
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0.49
(0.14)

2.66
(0.36)
2.31
(0.34)
0.07
(0.07)
5.04
(0.67)

0.24*
(0.07)

1.49***
(0.21)
1.82
(0.21)
0.04
(0.03)
3.35*
(0.41)

Banner (n = 68)

Average Number of Commands Entered During an Event
No Banner (n = 70)
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computers (0.51 commands) was significantly higher than the average frequency in which
the “change file permission” command was entered during a system trespassing event initiated by administrative system trespassers over no-warning computers (0.25 commands;
p < .01).
Finally, we investigated the effect of the warning banner in influencing the probability
and frequency in which system trespassers with nonadministrative privileges on the system
entered navigation and change file permission commands during a system trespassing event.
The findings from these analyses are presented in Table 3, Panel B. Consistent with the
pattern observed at the target computer level, our analyses indicated that a warning banner
substantially reduced the use of both navigation and change file permission commands
by system trespassers with nonadministrative privileges during the progression of a system trespassing event. By beginning with navigation commands, we found that although
80% of the system trespassing events launched from no-warning computers by system trespassers with no administrative privileges recorded “change directory” commands, 60% of
the system trespassing events launched from warning computers recorded that command
(p < .01). Moreover, although 87% of the system trespassing events were launched from
no-warning computers by system trespassers with no administrative privileges, 76% of
the system trespassing events launched from warning computers recorded that command
(p > .10). Investigation of the differences between the frequency of navigation commands
recorded during system trespassing events on warning and no-warning computers revealed
further that the average frequency of “change directory” command entered during a system trespassing event launched from a warning target computer (1.49 commands) was
significantly lower than the average frequency of “change directory” command entered
during a system trespassing event launched from no-warning computers (2.66 commands;
p < .01). Furthermore, the average frequency of all navigation commands entered during a system trespassing event launched from a warning target computer (3.35 commands
per event) was significantly lower than the average frequency of all navigation commands
entered during a system trespassing event launched from no-warning target computers
attacked by nonadministrative system trespassers (5.04 commands per event on average;
p < .10).
Similarly, we also found that a warning banner significantly reduced the presence and
frequency of the “change file permission” command on computers attacked by nonadministrative system trespassers. Specifically, we found that the proportion of system trespassing
events that recorded a change file permission command and that were launched from warning target computers (17%) was lower than the proportion of system trespassing events that
recorded a change file permission command and that were launched from no-warning target computers (24%; p > .10). Although this difference was statistically nonsignificant, the
frequency in which this command was entered in system trespassing events launched from
the two types of computer was. Specifically, although the average frequency of “change file
permission” command recorded during a system trespassing event launched from a warning
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computer attacked by nonadministrator system trespassers was 0.24 commands per event,
the average frequency in which this command was entered on system trespassing events
launched from no-warning computers attacked by nonadministrator system trespassers was
0.49 commands per event (p < .10).
Discussion
The emergence of cybercrime as a preeminent social issue has resulted in mounting attention
being devoted toward developing feasible policies that mitigate the potential damage done by
cyberattacks. Although researchers have begun to assess the effectiveness of cyberdeterrence
policies in reducing the harm done by system trespassers, no previous study has been
conducted to investigate whether such policies influence system trespassers’ specific online
behaviors during the progression of a system trespassing event, and whether these policies
have a consistent effect across the entire population of system trespassers. By drawing on the
restrictive deterrence perspective (Gibbs, 1975; Jacobs, 2010), through the current study,
we asked whether sanction threats in the form of a warning banner installed on an attacked
computer could restrict system trespassers’ use of navigation and change file permission
commands during the progression of a system trespassing event. Moreover, we explored
whether the effect of a warning banner varied by level of administrative privileges imposed
on the attacked computers by system trespasser during a system trespassing event. The
findings from a randomized field experiment yielded several important insights regarding
the effectiveness of a warning banner in restricting the scope and reducing the seriousness
of a system trespassing event.
First, given the benefits associated with infiltrating computer systems with administrative credentials, we found that most system trespassers who attacked our computer
system gained access to the system with administrative privileges. This finding supports
Taft’s (2015) observations regarding the attractiveness of privileged account credentials to
system trespassers. Still, approximately one fourth of our target computers were infiltrated
by system trespassers who took nonadministrative privileges in the system. It is possible that
the minority of trespassers who accessed the system without administrative credentials were
less skilled trespassers or had a different set of objectives that did not require the access to
administrative credentials. Indeed the findings from past research have suggested that the
range of skills evident in hackers and hacker communities varies substantially and is connected to the attack capability of individual hackers and hacker groups (see Brenner, 2010;
Denning, 2012; Holt and Kilger, 2012; Jordan and Taylor, 1998). Based on the techniques
of system trespassers observed in the current study, we can only speculate regarding the skill
levels of individual system trespassers and the variation in trespassers’ skill levels across the
sample (Andress and Winterfeld, 2011; Denning, 2012; Holt and Bossler, 2016; Holt and
Kilger, 2012). Still, investigating the relationship between system trespassers’ skill level and
the techniques used and responsiveness to deterring stimuli in cyberspace is a crucial area
of future research.
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Second, we found that the presence of a sanction threat in an attacked computer system
did not restrict the overall scope of system trespassers’ navigation in the attacked computer
system. In contrast to our first research hypothesis and predictions from deterrence theory,
we found preliminary evidence that the presence of a banner had no consistent effect on the
probability, frequency, or rate of navigation commands entered into the attacked computer
during the progression of a system trespassing event. Moreover, our analysis of the impact
of a warning banner on the online behavior of trespassers with administrative access found
that within administrative users, the use of the change file permission command increased
after the presence of a warning banner. These results ran counter to the expectations from
deterrence theory and suggested that the presence of sanction threats in an attacked computer
system escalated the manipulation of file permission during the progression of a system
trespassing event. Given the different levels of administrative privileges and opportunities
available to trespassers who break into the computer system, it was possible that there was
heterogeneity in the response to sanction threats and the deterrent effect of a warning banner
may be consequential for a subgroup of the system trespasser population (Na, Loughran,
and Paternoster, 2015; Piquero et al., 2011; Pogarsky, 2002; Thomas et al., 2013).
In light of this possibility, our second hypothesis suggested that a warning banner
would have a muted effect on trespassers with access to full administrative privileges on the
network. In line with this hypothesis, we observed that the presence of a sanction threat
in an attacked computer system did not reduce the probability and rate in which system
trespassers with full administrative privileges entered navigation commands on the attacked
system and during a system trespassing event. Moreover, we found that the probability and
frequency of “change file permission” commands were higher on warning target computers
attacked by administrative system trespassers. Although it remains unclear exactly why
system trespassers with full administrative privileges increased their use of the “change file
permission” command on target computers that displayed a warning banner, we offer two
possible explanations. First, trespassers who successfully obtain administrative credentials
may have high criminal self-efficacy and are confident in their ability to avoid detection
and successfully progress through a criminal event even after exposure to a sanction threat
(Brezina and Topalli, 2012). After the imposition of a sanction threat, this group may be
inclined to escalate rather than to restrict the scope of their attack as a result of being
overly optimistic in their ability to avoid detection (Cherbonneau and Copes, 2006).
Alternatively, by drawing on defiance theory (Sherman, 1993), it is possible that after
obtaining administrative credentials, this group of system trespassers may be more likely
to act defiantly in response to sanction threats that threaten to remove the highest level of
access and privileges from them, and in response to such a threat, administrative trespassers
may escalate their offending in response to a sanction threat perceived as illegitimate.
Although further research is needed to uncover the exact mechanisms that drive administrative system trespassers to increase their malicious activity in the presence of sanction
threats, the finding that a warning banner did not deter system trespassers who obtained
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administrative privileges on the system carries important policy implications given that most
trespassers accessed the network with administrative privileges. Although the outcomes of
previous research focusing on deterrence in the physical world found evidence for a group
of offenders who are not susceptible to sanction threats, this group is typically a small
minority of the population. For instance, Pogarsky (2002) found a small group of potential
offenders who are incorrigibles, characterized as being strongly committed to offending and
unresponsive to the threat of legal sanctions. In contrast, our findings suggest that system
trespassers who are unresponsive to simple sanction threats may compose a much larger
proportion of trespassers. This is an important theoretical implication as our finding that
most system trespassers may be unresponsive or even escalate the use of activity commands
after the presence of a sanction threat in the form of a banner message appearing on the
screen of attacked computer undermines the effectiveness of such a policy as a broad strategy
to mitigate harm committed by system trespassers. Given that an estimated three quarters
of the sample in the current study accessed target computers with administrative privileges,
these findings suggest that NIST and other security agencies may need to revise the content of the warning messages. Although it is unclear at this time which alternative tactics
would be more effective at generating deterrent effects across a larger proportion of system
trespassers, future research should consider developing approaches targeted specifically at
users with administrative privileges. For instance, policies such as a repeated series of visual
warnings instead of a single warning banner or changing the content of the warning to issue
more severe sanction threats to raise risk perceptions associated with system trespassing may
be more effective policies than the current NIST warning banner. Indeed, the development
of targeted policies aimed at deterring administrative users is a critical area of future research
given that cybersecurity experts have noted the potential harm caused by system trespassers
with administrative credentials (Taft, 2015) and other scholars have noted that once a system trespasser “attains the highest level of privilege, such as root or super user in UNIX,
there is no reliable remedy” (Kumar, 2014: 119).
Finally, and in line with our third research hypothesis, we found evidence that nonadministrative system trespassers behaved in line with the rationale of the restrictive deterrence perspective. Specifically, we found that users without administrative privileges
reduced the use of “navigation” and “change file permission” commands when on a target computer that displayed a warning banner. These findings were consistent across
both the target computer level and the system trespassing event level, as well as across
measures of proportion, frequency, and rate of “navigation” and “change file permission” commands entered on the system. At a practical level, these results suggest that for
nonadministrative users, a sanction threat may be an effective policy in reducing trespasser
activity on the system. On a theoretical level, this finding is in line with the results of previous
research that have found that a credible sanction threat is effective at curtailing adverse behavior in cyberspace and that have suggested further evidence for the relevance of the application
of restrictive deterrence to cyberspace (Maimon et al., 2014; Wilson et al., 2015).
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The findings from the current study continue to advance knowledge regarding the
effects of cyberdeterrence policies aimed at curtailing harmful behavior committed by
system trespassers in cyberspace. Although the results of previous research have suggested
that policies such as the presence of banner messages appearing on the screen of target
computers may offer some promise for shortening system trespassers time and restricting
their engagement with the system (Maimon et al., 2014; Wilson et al., 2015), this topic is in
need of further research. The findings from the current study advance prior scholarship by
developing theoretically based measures, which predict system trespassers’ susceptibility to
sanction threats. Moreover, through our study, we differentiated between system trespassers’
imposed privileges on the attacked system and, in doing so, presented evidence that access to
privileged information and opportunities matter in the decisions to carry out criminal activity in cyberspace and in restricting the scope of adverse behavior when faced with sanction
threats.
Although the current study makes an important contribution regarding cyberdeterrence, it comprises several limitations worth noting. First, the generalizability is limited
as the experiment took place using a computer network set up at one large academic institution. Specifically, as the intentions for attacking a university network are not clear,
we believe that the system trespassers who attacked our computers infiltrated our systems
because they were looking for targets of opportunity. In this sense, some scholars may argue
that the system trespassers that participated in our experiment could be different than the
system trespassers that are looking for specific targets to attack (Thomas and Stoddard,
2012). According to these scholars, system trespassers attempt to limit their engagement in
large-scale attacks in an effort to reduce the likelihood of detection (Andress and Winterfeld,
2011; Rid, 2013), and consequently, they select their targets carefully based on their skill
levels and motivations (Denning, 2012; Holt and Kilger, 2012). In contrast, other scholars
suggest that most system trespassers are looking to infiltrate as many computers as possible,
independent of the systems’ owners (Spitzner, 2002). Based on this rationale, our findings
could still be generalized to the broad population of system trespassers. Still, future research
should aim to investigate whether system trespassers who target financial institutions or
critical infrastructure that may be perceived to serve as target of choice differ meaningfully
in their tactics and responses to deterring stimuli versus system trespassers who target academic institutions or other sectors. Related to this, we could not discern whether some
trespassers were affiliated with the university and attacked the system as “insiders” versus
whether others trespassers were unaffiliated with the university and attacked our computers
from external locations (McQuade, 2006; Willison and Warkentin, 2009). Nevertheless,
whether attacks came from within or outside the organization should not substantially
impact the findings of the current study. We encourage future research to replicate the findings by deploying computers in various Internet infrastructures, such as private businesses
or government institutions, and to uncover detailed information about the origins of the
attackers’ locations.
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Second, from the point of entry to the system, we could not fully distinguish between human-driven and bot-based attacks.18 Importantly, this issue would result in a
downward bias on any observed effects reported in this study because if most trespassers
were in fact bots, it would be difficult to observe any significant differences across the
experimental conditions. Future research should be focused on deciphering trespassing
events that are driven by bots from human driven attacks, and it should be aimed at
testing the effectiveness of current policies in influencing both type of attacks. Similarly, in the current study, we assumed that the system trespassers were English literate.
Although this limitation would similarly serve as a downward bias to the results, future research that is aimed at identifying trespassers who are English literate would be
beneficial.
Third, it is possible that login credentials were shared with other system trespassers.
In this case, the overall detection risk may have been diffused across several parties and
may have potentially altered perceptions of risk if sharing access information systematically
varied across administrative users and nonadministrative users. Similarly, it is also possible
that different people may have trespassed into the same target computer by using toolkits
to crack username and passwords. In this case, different system trespassing events were
not showing the progression of an attack by the same trespasser on a given honeypot but
different trespassing events by different trespassers. Thus, the effects in the target computerlevel analysis may be smaller than what was hypothesized because of several people using
the target computer. Nevertheless, even if multiple trespassers were using the same login
credentials, this would not impact the findings of the system trespassing level analysis
as each separate login (even with the same credentials) was recorded as an individual
system trespassing event. Accordingly, this behavior should not impact the results of the
system trespassing level analysis that analyzed the progression of an attack within a unique
session.
Fourth, we could not discern differences in skill level or experience among system
trespassers in the current study. Indeed, it may be possible that many of those included
in the current study were unsophisticated system trespassers (i.e., script-kiddies), whereas
highly skilled system trespassers or those employed by a nation-state may target government agencies, financial institutions, or critical infrastructure rather than academic institutions. Still, the results of prior research have suggested that most hackers are low skilled
(Holt and Kilger, 2012). Accordingly, even if in the current study we are only capturing
this subgroup of the system trespasser population, then the findings are still generalizable to most system trespassers and are relevant for generating deterrence-based polices
aimed at this group. Nevertheless, research that is focused on identifying various skill levels of system trespassers and on examining whether the effectiveness of deterring stimuli
18.
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such as a warning banner varies conditionally on the skill level and experience of system trespassers is a critical area for future research (Giboney et al., 2015; Zhang et al.,
2015).
Finally, we have no way of determining whether system trespassers realized that they
were using a target computer set up for the purposes of being attacked (Hayatle, Otrok,
and Youssf, 2012, 2013; Holz and Raynal, 2005; Krawetz, 2004; Provos and Holz, 2007).
Although system trespassers’ probability of discovering that the target computers they attack
is a fake computer is still unknown and depends on their skill level, we acknowledge that
some highly skilled system trespassers may have been suspicious about our target computers.
Although the fact that we used high-interaction honeypots, which allowed system trespassers
to use the target computer as if these computers were real, mitigates this concern, this issue
remains a potential limitation.
Conclusions
Although system trespassing has been an issue of interest to computer scientists and security
experts since the late 1970s (Hollinger and Lanza-Kaduce, 1988; Parker, 1979), it has only
become of interest to criminologists within the last two decades. In aiming to mitigate the
consequences of system trespassing, policy makers and cybersecurity experts have turned
to a broad range of deterrence-based programs and policies aimed at discouraging criminal
activity in cyberspace. We expanded on research on the relevance of deterrence in cyberspace
by suggesting that the effectiveness of sanction threats in influencing system trespassers’
navigation and change file permission in an attacked computer system may vary on the basis
of system trespassers’ access to privileges on the attacked system. Our results suggest that the
answer to whether the presence of a banner message reduces potentially harmful commands
entered during a system trespassing event largely depends on the level of privileged access
to information and opportunities afforded to trespassers. In line with the findings from
decades of perceptual deterrence research in the physical world, our results demonstrate
“the effect of sanctions on compliance is not one size fits all, and it is important to
recognize the differential deterrability that exists across different people with respect to
sanction threats” (Piquero et al., 2011: 338). Thus, our findings continue to demonstrate
the relevance for applying deterrence principles and criminological theories to the realm
of cyberspace and provide evidence for IT administrators and policy makers to develop
flexible policies such as repeated visual and verbal cues that can be responsive to a diverse
group of offenders and situations in cyberspace to reduce the harm caused by system
trespassers.
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