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A B S T R A C T

Advancing our understanding about the human dynamics of cyber security is a major re-

search challenge. At this point, it is unclear how cyber defense teams are organized and

led in coordinating and working together to mount and conduct an effective cyber defense.

Therefore, we do not know what makes a cyber defense team more or less effective in re-

sponding to and mitigating cyber attacks. Cyber competitions offer an approach to train

and evaluate the performance of cyber defense teams; such competitions are now regu-

larly conducted at the high school, college, professional, and military defense levels. These

naturalistic exercises of teamwork for cyber defense represent an important source for un-

derstanding the way defense teams form, coordinate and organize, and to determine the

factors that make teams more or less successful. For this purpose, we participated in data

collection at the Mid-Atlantic Collegiate Cyber Defense Competition (MACCDC) to under-

stand the key features of effective team processes defined by outcome measures of scored

team success. We collected data from wearable social sensors to assess face-to-face inter-

actions and using a 16-point teamwork instrument called OAT (Observational Assessment

of Teamwork) to assess teamwork and leadership behaviors in cyber defense. Importantly,

this being a cyber defense competition, the success of these teams is evaluated along three

independent scoring dimensions: (a) Maintaining Services, (b) Incidence Response, and (c)

Scenario Injects. Our results indicate that the leadership dimension and face-to-face in-

teractions are important factors that determine the success of these teams. Teams with

effective leadership were more successful, and face-to-face interactions emerged as a strong

negative predictor of success. Thus, functional specialization within a team and well-

guided leadership could be important predictors of timely detection and mitigation of ongoing

cyber attacks. Future research should address more concrete aspects of team coordination

and evaluation in cyber defense teams.

© 2017 Published by Elsevier Ltd.
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1. Human dimension of cyber security

While technological solutions are often pursued to address the
rapid proliferation of cyber threats, there is increasing aware-
ness that technological means alone are incomplete without
considering the human dimension (Kraemer et al., 2009; Von
Solms and Van Niekerk, 2013). Despite the digital and virtual
nature of the cyber domain, the dynamics of cyberspace are
fundamentally human and adversarial, encompassing a range
of attacker-defender-user interactions. Humans lie behind many
cyber security challenges as both the problem and the solu-
tion. As a result, the human dimension has been derided as
the weakest link in cyber security (i.e. the end user), but it is
also the most adaptive and powerful in anticipating, reason-
ing about, and orchestrating an effective response and strategy
to ongoing threats (i.e. the cyber defense analyst). The role of
human performance in cyber security teams is essential to es-
tablish coherence in managing technical systems and
coordinating effective and proactive responses to ongoing cyber
threats.

The emerging field of behavioral information security
(Crossler et al., 2013; Fagnot, 2008; Stanton et al., 2005) studies
the human dimension of cyber security. A critical shortcom-
ing of this field, however, is the lack of metrics and tools to
measure effectiveness of human performance in complex
adversarial and operational situations that are not amenable
to laboratory studies. Whereas general user populations are
readily available and amenable to controlled laboratory studies,
few studies have focused on cyber defenders due to method-
ological challenges and restricted access to these specialized
operators (see Silva et al., 2014; Skopik et al., 2016). As a result,
the role of cyber analysts defending networks can be quite dif-
ficult to capture empirically. Fortunately, more and more cyber
defense exercises and competitions have emerged as team
training events that offer a unique opportunity for research-
ers to study these specialized populations of human cyber
operators and the challenges they typically face in more natu-
ralistic, yet semi-controlled environments.

Cyber defense exercises make use of simulation environ-
ments that provide some degree of experimental control and,
critically, outcome measures of scored performance that ob-
jectively define overall team effectiveness. Since 2001, a wide
variety of annual competitions and cyber defense exercises have
emerged to support collective training and maturation of cyber
defense teams. Collaborative defense is achieved through op-
erational cooperation of different actors against common cyber
threats and events (Klimburg, 2012). Such exercises provide a
good opportunity to conduct field-based experiments on team-
work in cyber defense. Multiple teams comprising of security
students or cyber defense professionals participate to perform
live cyber defense tasks. Typically, a team captain of each par-
ticipating “blue” team is identified as the leader and primary
liaison. Examples include capture the flag style contests
(DEFCON, 2016; Sharma and Sefchek, 2007), cyber defense com-
petitions for high-school (Chapman et al., 2014), collegiate
(NCCDC, 2016) and professional levels (SANS Institute: SANS
Netwars, 2016), as well as NATO and U.S. Military Cyber Defense
Exercises (Buchler et al., 2016; Henshel et al., 2016; Ogee et al.,
2015). Cyber competitions emphasize a team approach in pro-

viding hands-on learning experience in the application of
information assurance skills. The team competition is driven
by a scenario that combines legal, ethical, forensics, and tech-
nical components in safeguarding the operation of critical
information and its supporting infrastructure (Hoffman et al.,
2005). The competitions are explicitly designed to foster team-
work. Effective communication, collaboration, and leadership
are necessary to manage the demands of applying practical
information security skills in a live fire scenario with intense
time pressure to perform against the clock. As scored compe-
titions with clear metrics of evaluation, such events offer a
unique opportunity for researchers to assess the contribu-
tion of various elicited cyber defense factors and explain their
effectiveness against cyber attacks.

Except for a handful of studies, the determinants of effec-
tive teamwork and leadership among collaborating cyber
analysts is still an emerging area in the cyber security domain.
Our research approach seeks to determine how the best, high-
performing teams respond to and mitigate cyber attacks. We
collected data from teams participating in a cyber defense com-
petition using sociometric (i.e. wearables technology) and
observational (i.e. test & measures) methodologies. The scored
team performance during the competition is used as an
outcome measure to extract the key teamwork and leader-
ship factors in the conduct of effective cyber defense. The goal
is to relate scored team performance during the competition
to novel sociometric measurements of team interaction and
observational constructs of team collaboration and leader-
ship. Sociometric features are obtained by deploying novel
wearables technology prototypes to all team members. The So-
ciometric Badges used in this study are described below as a
suite of wearables sensors that provide information on team
structure, interaction, speech, and mobility. Observational as-
sessments using a survey instrument to examine teamwork
and leadership were conducted for each team by referees as-
signed to each team.

2. Teamwork and leadership

Teamwork is essential to the completion of tasks that require
more than one individual. With the appropriate synergy, teams
have the potential to achieve collective outcomes that are much
greater than the sum of individual efforts (Li et al., 2017).
Decades of human factors research investigating team per-
formance across domains ranging from military, aviation, sports,
health care, and business (e.g. project management) have dem-
onstrated that some teams are much more successful at self-
synchronizing and working collaboratively to achieve
dramatically different results. The aviation industry, for in-
stance, has advanced training programs to reduce human error
and increase the effectiveness of crew operations, an ap-
proach commonly known as Crew Resource Management
(Wiener et al., 2010). The determinants of effective team per-
formance were found to include a mix of non-technical skills
such as leadership, collaboration, decision-making, and situ-
ation awareness. Critically, such aspects of teamwork need to
be learned and practiced. Team cognition is a term used
to define the interactive processes of collaborative
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decision-making and learning occurring at the team level (Salas
et al., 2008).The theory of Interactive Team Cognition (ITC) states
that team cognition emerges from a myriad of team interac-
tions as an ongoing experiential activity underlying team
development (Cooke et al., 2013). Team cognition is an emer-
gent phenomenon that is highly sensitive to the particulars
of the work and team contexts. Examining teams in their
natural work environment, as in cyber defense competitions,
is essential to understand how they work together to com-
plete tasks and succeed in the competition.

Managing the challenges of cybersecurity requires consid-
erable interaction among teams of cyber analysts to monitor,
report, and safeguard critical information technology around
the 24-hour clock with shift-handoffs. In defining the essence
of professional teamwork, Hackman and Katz (2010) stated that
teams function as “purposive social systems”, defined as people
who are readily identifiable to each other by role and posi-
tion and who work interdependently to accomplish one or more
collective objectives. The responsibility for performing the
various tasks and sub-tasks necessary to accomplish the team’s
goal is divided and parceled-out among the team. Team ef-
fectiveness largely depends upon appropriate leadership, team
structure, communication, collaboration and distribution of skills
and tasks.

Leadership is crucial to team development and perfor-
mance. Typically, an individual in a leadership role is expected
to: develop team capabilities, facilitate problem solving, provide
performance expectations, synchronize and integrate team
member contributions, clarify team member roles and engage
in meetings and feedback (Cannon-Bowers et al., 1995; Salas
et al., 1992; Simsarian Webber, 2002). There are two theoreti-
cal, yet complementary views of the determinants of effective
leadership: a structural view and a process view (Kozlowski
et al., 2009). The “structural” view focuses on the dimensions
of effective leadership that are universally applicable across
teams, context and tasks. This includes a set of “what” a leader
must do to develop team capabilities where leadership is
defined by an individual perspective. From this perspective, lead-
ership is defined as the: “Ability to direct and coordinate the
activities of other team members, assess team performance,
assign tasks, develop team knowledge, skills and abilities, mo-
tivate team members, plan and organize, and establish a positive
atmosphere” (Salas et al., 2005, p. 560). However, there are other
more focal dimensions of effective leadership that are closely
tied to the context and tasks performed by the team (Kozlowski
et al., 1999). This “process” view looks at “how” a leader goes
about managing the team. In this view, the effective leader-
ship actions are dynamic and agile based on the needs of both
the situation and team to include supporting the processes of
team formation, task development, and team improvement
(Kozlowski et al., 1996; Marks et al., 2001). That is, the level of
engagement by the Leader should be adaptive based on the
capacity of the team for self-regulation. Finally, the specific en-
gagements and interventions with the team should also be
dynamic based on the situational needs. Leadership being such
a highly dynamic process, it would be impossible to explore
the comprehensive set of leadership behaviors and pro-
cesses in a single study (Kozlowski et al., 2009). Individual field
studies using both qualitative and quantitative assessments
methods need to identify and assess a specific set of leader-

ship dimensions that effectively contribute to team
development and performance.

Communication is the key medium by which human teams
form relationships, collaborate and share information. It is a
core aspect of team process. It is not imperative that all teams
communicate extensively. The amount of communication nec-
essary for effective performance differs based on team
composition, type of task, and team maturity. Whatever the
character of the team, however, some amount of effective com-
munication is critical. Communication transforms individual
knowledge and situational awareness to team level knowl-
edge and situational awareness (Cooke et al., 2013). It should
be noted that team level knowledge and situational aware-
ness is typically more than the sum of knowledge of individual
team members (Cooke et al., 2013). Such team-level cogni-
tion emerges only from effective team interactions. Effective
team interaction (see Gist et al., 1987 for a review) is gener-
ally understood from an input-process-output framework
focused on structural aspects (i.e. who talks to whom) and team
states that result in superior performance. More recently, re-
searchers have advanced social network analysis methods
(Monge and Contractor, 1999) to analyze and understand how
internal and evolving team dynamics and individual attri-
butes contribute to team performance. Social network analyses
(SNA) have been usefully applied to understand team struc-
ture and collaborative interactions (Crawford and LePine, 2013),
both of which can be directly observed and compared between
teams (Entin and Serfaty, 1999). SNA and time-series analy-
ses are typically conducted on the digital behaviors of a team
or organization such as time-stamped logs of electronic and
voice communications (see Marusich and Buchler, 2016; Buchler
et al., 2016), and have only recently begun to be applied as in
our current study to data collected from wearables technol-
ogy (i.e. analog sensors) using social sensing platforms (see
Olguin et al., 2009).

2.1. Defining the cyber defense task domain

Cyber analysts are responsible for monitoring networks to detect
suspicious and hostile activity that would jeopardize the in-
tegrity of information systems. Analysts review logs from
various security tools and network traffic monitors to analyze
and evaluate anomalous network and system activity. This
demands compiling information from various sources and pre-
paring cybersecurity incident reports based on intrusions,
events, and incidents that are detected. Cyber analysts need
to quickly perceive emerging threats, adapt to new threat
vectors, comprehend complex phases of various targeted attacks
(i.e. kill chains), think strategically and creatively in thwart-
ing vulnerabilities or crafting a response. Cyber defense teams
battle with uncertain and unpredictable events in a complex
networked operational environment; to address such chal-
lenges, analysts as a team, must be innovative, agile, and
adaptable (Terreberry, 1968). Evidence from a handful of lab-
based, empirical studies (Rajivan, 2014; Rajivan et al., 2013)
highlight effective collaboration and leadership as critical de-
terminants of performance for cyber defense given the complex
and dynamic nature of the task domain. From research on
teams, however, it is evident that teams often do not realize
their full potential and fail for a multitude of reasons, many
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of which are unknown. Department of Homeland Security (DHS)
specifically reported that lapses in collaboration between ana-
lysts in key departments contributed to ineffective and delayed
responses to several security incidents (Moore, 2015). Hence,
it is essential to identify potential gaps and breakdowns in ana-
lysts’ team process to help them achieve optimum team
performance. Currently, there is a critical knowledge gap about
teamwork in cyber security defense.

Cognitive Task Analysis (CTA) is a common method used
in human factors and behavioral research to document think-
ing and collaborative processes in the face of work demands
such as critical decision points, operational policies, strate-
gies, and tools used, both at the individual and team level
(Crandall et al., 2006). CTA and workflow analyses are elicited
via expert interviews and participatory observations to provide
a nuanced understanding of how the work is actually per-
formed. Pioneering work by D’Amico and colleagues (D’Amico
et al., 2005 and D’Amico & Whitley, 2008) examined indi-
vidual cyber analyst workflows and identified analytical work
domains as part of incident management: data triage analy-
sis, correlation analysis, escalation analysis, threat analysis,
forensic analysis, and incident reporting or response. More
recent work has begun to examine team aspects of cyber
defense. At the team level, researchers have identified some
key challenges with cyber workflows including an ill-structured
work domain with no beginning, middle, or end; challenging
shift-handoff requirements; little to no standard operating pro-
cedures to detect, identify, and respond to a cyber incident;
massive amounts of data, information overload, and high un-
certainty confounds situation awareness and decision-making;
metrics of individual and team performance and process lacking
(Rajivan and Cooke, 2017). Within cybersecurity teams, unlike
teams in many other task domains, collaboration on tasks (such
as investigation of an event, escalation, correlation and re-
sponse) are routinely initiated at the individual level and under
the purview of the analyst to decide whether to involve other
team members or supervisors (Chen et al., 2014). Cognitive task
analysis and work flow analysis conducted with a group of cyber
analysts working on military networks have indicated a preva-
lence of communication breakdowns between analysts and their
supervisors (Staheli et al., 2016). Ensuring information sharing
and collaboration, within teams, between shifts and with other
teams in the organization was identified as a significant chal-
lenge for supervisory-level cyber analysts. Furthermore,
communication across the team hierarchy was observed to be
largely one-directional (bottom-up) while leadership commu-
nications were largely directives (top-down instructions). In
another work flow analysis with analysts working in a 24/7 mili-
tary defense environment, it was reported that there was good
amount of communication and collaboration between low-
level analysts. Information sharing during shift hand-offs,
however, was lacking which curtailed sustained operations and
the achievement of cyber situational awareness (Gutzwiller
et al., 2016). Similar recommendations for improving commu-
nication at shift hand-offs to improve cyber security incident
response teams has been set forth by other researchers (see
Steinke et al., 2015). However, a critical constraint is that such
approaches are largely anecdotal case-studies and do not rise
to the level of statistical inference. Empirical evidence is needed
of effective teamwork among security analysts and its effect

on outcome-based measures of performance, such as the elabo-
rate scoring metrics provided in cyber defense competitions.

A number of field studies conducted at cyber defense com-
petitions have highlighted skill requirements and current
challenges including a lack of metric and integrated analyti-
cal approaches to understanding and assessing team
performance. Recent research has begun to identify the req-
uisite skills needed by team members for effective team
performance. Stevens-Adams et al. (2013) compared perfor-
mance of teams given alternative classroom training and
showed that teams with focused instruction on adversary
tactics, techniques and procedures outperformed teams with
procedural-based instruction on the use of cyber security soft-
ware tools. In an instrumented cyber competition, Silva et al.
(2014) found that teams with superior performance were more
likely to persist in using specific software tools with ad-
vanced features. Yet, two student cyber defense teams
participating in a capture the flag exercise – otherwise equiva-
lent in skills, experience and knowledge – were observed to
achieve widely different performance outcomes due to differ-
ences in leadership style and team collaboration strategies
(Jariwala et al., 2012). At another cyber defense exercise, self-
reported team communication, coordination, and leadership
were examined (Champion et al., 2012). A lack of awareness
about the team structure and roles was a major limiting factor
to achieving effective cyber team performance.

Metric frameworks to examine human performance and
assess at both individual and team levels are needed to advance
a foundational science of cyber teaming. A number of research-
ers have had limited success analyzing and establishing ground-
truth from data collected at field studies. Malviya et al. (2011)
documented many difficulties in assessing situation aware-
ness in competition-based cyber security exercises. In a large
data collection effort conducted as part of NATO-led cyber se-
curity defense exercise (Granasen and Andersson, 2016) the
researchers worked within the objectives of the event which
was the training of cyber defense personnel and the matura-
tion of cyber defense teams. High-level comparisons of the team
process (collaboration and information exchange) were exam-
ined in relation to many other indicators of individual network
security proficiency, skills and strategies. The researchers were
confounded by big data analytic challenges that made it dif-
ficult to compare teams because of large, diverse volumes of
data collected, the large variety of performance measures, gaps
in establishing ground-truth, and the need for focused obser-
vational survey instruments. In addition, human factors issues
were documented alongside an assessment of training per-
formance complicating analysis; the authors recommended a
more focused approach that clearly delineates training and
competition objectives. Current limitations of tools and metrics
for team-level assessments are evident in both cybersecurity
training exercises and competitions.1 One advantage of cyber
security competitions is that they are more narrowly pre-
scribed on assessing team performance since the stated event

1 To clarify the distinction between competition and training:
“Competition involves skills measurement of individuals and
perhaps, teams, whereas training concerns improvement in per-
formance.” (Silva et al., 2014, p. 1).
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objectives do not usually include training outcomes and docu-
menting human systems issues.

3. Methods

3.1. Mid-Atlantic collegiate cyber defense competition

Annually, thousands of students from hundreds of colleges
and universities across 10 regions participate in the
National Collegiate Cyber Defense Competition (NCCDC;
www.nationalccdc.org). The NCCDC competition is organized
into three progressive tiers: a state or regional qualifying com-
petition, a regional competition, and the final national
competition. Our study focused on teams competing in the Mid-
Atlantic (MACCDC) regional competition organized by the
National Cyberwatch Center2 and hosted on the Johns Hopkins
University Applied Physics Laboratory campus. The winning
team at each of the 10 regional competitions advanced to the
national finals event, traditionally held in San Antonio, Texas
(NCCDC, 2016). Unlike most offensive and defensive security
competitions, the MACCDC emphasizes proficiency in the skills
aligned with the service delivery model as practiced by infor-
mation security professionals. The challenges were focused
exclusively on defensive strategies with real-world business
activities and tasks, where the student teams performed tasks
common to an information technology department in a small
to medium-sized business. These included routine business
tasks as well as specialized server and network administra-
tion functions (White and Williams, 2005). Mauer et al. (2012)
provide a more complete discussion on scenario develop-
ment for the CCDC.

3.1.1. Operation Cyber Bailout Scenario
The scenario involved a cyber-attack campaign with the intent
to disrupt critical U.S. infrastructure. The targets were finan-
cial institutions with significant information technology
operations centers. The role-play of the participating MACCDC
teams was that they were called in to work in concert with the
respective information technology departments of these fi-
nancial institutions. The eight teams were tasked in the 11th
Annual MACCDC “Operation Cyber Bailout” Scenario to initi-
ate planning and to take over operations and defense support
for these financial institutions. Each participating team (a.k.a
blue team) in the exercise consisted of 8 members. Each team
was assigned a computer network and was asked to defend
the network from simulated cyber-attacks from an attacker
team (a.k.a red team). Each blue-team was identified using a
unique team ID. In MACCDC, participating teams performed
several defense activities over a course of two days. The white
team was responsible for generating network traffic that simu-
lates day-to-day activities of an organization (a.k.a white traffic).
One white team member was assigned as an embedded ob-
server to each team to closely monitor team activities and

adherence to fair play competition. The red team (attackers)
has specific goals during the exercise that are tied to a sce-
nario playbook of predefined red team goals over a timeline
of the competition. Sample goals included compromising a
server, stealing data, or modifying records.

3.2. Scored team performance

The teams were scored and ranked on four performance metrics
over the course of the competition. Shown in Fig. 2, the task-
type categories included: (1) Services, (2) Scenario Injects, (3)
CEO, and (4) Incidence Response. First, all scored services had
to be effectively managed by the teams to remain up and avail-
able with a high degree of integrity. All services were given a
predefined point value and were checked periodically with a
custom Perl script that automatically and periodically as-
sessed network and service availability and integrity. The ten
services that had to be maintained are shown in Fig. 1—a
MACCDC network diagram. To maintain the integrity of their
network, teams were required to defend competition flags
within their network against theft by the adversarial red team
(attackers). If the flag is captured from the Blue Team’s envi-
ronment by the Red Team, the Blue Team was penalized. The
more flag points a team defends against capture the better.
Second, for the scenario injects, teams received tasks that
needed to be complete within a given amount of time.The tasks
were representative of a service delivery model for informa-
tion technology departments of small to mid-size businesses
and included creating policy documents, making technical
changes, and attending meetings. If the inject was com-
pleted on time and to the standard required, the team received
the appropriate number of points. Red Team activity could ad-
versely affect inject scores; the more inject points received the
better. Third, each team designated a team leader who was pe-
riodically required to meet one-on-one with the Chief Executive
Officer (CEO) of the small to mid-sized financial institution and
respond to the demands of the Operation Cyber Bailout Sce-
nario. The CEO ranked the team leaders based on their
coherence and responsiveness in completing their assigned re-
sponsibilities. Finally, teams were strongly encouraged to provide
incident reports for each Red Team incident they detect. In-
cident reports were required to contain a description of what
occurred (including source and destination IP addresses,
timelines of activity, passwords cracked, access obtained,
damage done, etc.), a discussion of what was affected, and a
remediation plan. A thorough incident report that correctly iden-
tified and addresses a successful Red Team attack may reduce
the Red Team penalty for that event – no partial points were
awarded for incomplete or vague incident reports.

As shown in Fig. 2, there was a good variation in compos-
ite team scores across all four metrics of performance. Our
methodology focused on developing a convergent metric ap-
proach to understand and characterize the performance and
leadership of cyber security teams using sociometric and struc-
tured observational approaches.

The importance of task type is well-established as an over-
riding contextual variable in the organizational and teaming
research literature (Beal et al., 2003) whether the focus is lead-
ership style (Weed et al., 1976), group structure (Stewart and
Barrick, 2000), or group coordination (Kabanoff and O’Brien,

2 The National Cyberwatch Center is a consortium of higher edu-
cation institutions, public and private schools, businesses, and
government agencies focused on collaborative efforts to advance
cybersecurity education and strengthen the national cybersecurity
workforce. www.nationalcyberwatch.org.

118 c om pu t e r s & s e cu r i t y 7 3 ( 2 0 1 8 ) 1 1 4 – 1 3 6

http://www.nationalccdc.org
http://www.nationalcyberwatch.org


Fig. 1 – Network diagram of maintained services at MACCDC

Fig. 2 – The composite overall team score in the MACCDC competition was composed of four performance metrics. These
included: (1) maintaining services, (2) CEO interviews (team-leader only), (3) scenario injects, and (4) incident response
handling. Performance scores are normalized z-scores and the teams arrayed with increasing composite performance by
team number.
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1979). Consequently, many researchers examining group and
team level processes have had to propose taxonomies of task-
type (e.g. Hackman and Morris, 1975; McGrath, 1984). In our
analysis of the cyber defense competition, a key advantage is
that the task categories are provided by the event itself and
are well-defined along the scoring dimensions. Ultimately, the
MACCDC task categories were selected as representative of the
cyber defender workflows of an IT department in a small to
mid-sized business.

3.3. Sociometric collection of team interactions

3.3.1. Wearables technology
The rapid development of sensor technology has contributed
to increased personal engagement with technology. For in-
stance, the versatility and usefulness of mobile phone
applications is due in part to embedded sensors from location-
sensing GPS information, to activity-sensing accelerometers,
to image-capturing cameras. Next-generation “wearables tech-
nology” from smart watches to smart clothing, clinical-grade
bands, fitness trackers, and virtual reality eye wear all offer new
opportunities for consumers and researchers alike to under-
stand human behavior in real-world, naturalistic environments.
Wearables are a potential boon to advancing the human and
computational sciences in fostering empirically-based, data rich
approaches; current behavioral methods of field data collec-
tion are largely observational, subjective, and data poor. In
particular, a social sensing framework has been advanced to
use wearables to automatically detect social and collabora-
tive team interactions in a variety of work-directed and
organizational settings (Olguin and Pentland, 2008). For in-
stance, Lepri et al. (2012) has made available a Sociometric Badge
Corpus, a social sensing dataset consisting of six weeks of or-
ganizational interactions at an Italian Research Institute (n = 53).
Social sensors have been used to study verbal communica-
tions and examined the effect of face-to-face networks on
worker productivity by recording all group interactions and con-
versations (Wu et al., 2009). Lin (2008) developed a privacy-
preserving organizational social network analysis system that
used social sensors to gather, crawl and mine various types
of data sources, including content of individual email and
instant message communications, calendars, the hierarchi-
cal structure of the organization as well as individual role
assignments. A key analytic challenge, however, is that
wearables and social sensing platforms not only produce vast
data streams collected in natural settings over long periods of
time, but the overriding context is dynamic, unpredictable, and
perhaps unknown. Contextual variables need to be ascribed
or controlled, such as environmental events and human per-
formance. A key advantage in deploying wearables in a
moderated cyber competition is that the environmental events
(scenario) and human collaborative context (team goals) are
all carefully controlled and matched for all of the teams; im-
portantly, the elicited structural patterns of team interactions
can also be examined in relation to objective scored
performance.

3.3.2. Sociometric badges
Novel social sensors such as Sociometric Badges (Olguin et al.,
2009) capture individual and collective patterns of behavior by

automatically measuring and recording face-to-face interac-
tions, conversational dynamics, physical proximity to others,
and physical activity levels. Human behavior and team inter-
actions among the participating collegiate cyber teams were
assessed using Sociometric Badges © (Humanyze Inc., version
3.2)—a commercialized wearables technology sensing and re-
cording device that students wore on a lanyard hanging from
their neck). As shown in Fig. 3, these badges collected: (a) face-
to-face interactions between team members (via infrared
sensors), (b) proximity to other team members (via Bluetooth),
(c) speech features such as volume, pitch, and duration (via mi-
crophone), and (d) body movement such as energy and posture
(via accelerometer).

3.4. Observational Assessment of Teamwork (OAT)

Our research aims to identify the key team level factors that
affect team performance. We used the standard four-step pro-
cedure in developing a scaled measurement instrument
(Bernard, 2011; Netemeyer et al., 2003). The first step identi-
fies and defines the variables intended to be measured using
the scale. The second step develops the actual items on the
scale. The third step uses exploratory factor analysis to extract
latent factors that summarize the relationship among items
to build a predictive model. Finally, the fourth step requires con-
firming the scale fits the intended model. Ultimately, we wish
to determine whether the measurement model is predictive
of scored team performance, an external variable from the cyber
competition.

3.4.1. OAT scale development
An enduring tenet of measurement theory (Hattie, 1985) in scale
development is that a set of items forming an instrument all
measure one thing in common and provide an underlying

Fig. 3 – Sociometric Badges © (Humanyze Inc.) social
sensing platform worn by participating teams at the
MACCDC
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estimate of the corresponding construct. This is especially the
case when studying dynamic processes such as teamwork in
complex environments such as computer security. Hence, a col-
lection of indicator items theorized to be strong determinants
of the construct being measured need to be identified. A list
of indicator questions was initially developed using induc-
tion based on a combination of literature review, personal
experience, ethnography and expert opinions (Bernard, 2011).
The items on our OAT scale – Observational Scaled Assess-
ment of teamwork (OAT)—were carefully selected and included
from past research studies that have characterized relevant
teamwork factors in cyber security defense. The items on the
OAT scale are not an exhaustive list. We included items based
on an accumulation of prior results, as described next. Fur-
thermore, such scales are inherently modifiable and can be held
to account in successive research endeavors examining team-
work processes in cyber security. Table 1 shows the list of the
items in the OAT scale with the reference to previous works
that support inclusion in the scale.

The items on the OAT scale were developed based on prior
research such as laboratory studies and ethnographic ap-
proaches such as work-directed requirements analyses and task
analysis methodology. The items on leadership (items 2, 3, 4,
5), were informed by results from Jariwala and Staheli’s field
interviews with security professionals (Jariwala et al., 2012;
Staheli et al., 2016). The item on task distribution (item 6) was
based on the cognitive task analyses works of Goodall and
Rajivan with security analysts in different organizations (Goodall
et al., 2004; Rajivan and Cooke, 2017). Laboratory-based ex-
periments highlighting the importance of team processes during
incident hand-offs justified inclusion of item 7 on task redis-
tribution (Rajivan et al., 2013). Lab experiments on information
sharing during collaborative threat detection have found that
security analysts’ teams may fail to pool expert information
necessary for effective incident correlation (Rajivan, 2014).There-
fore, we included items 8 & 9 under “Team Meetings” to assess
information push and pull within teams in the MACCDC com-
petition. Multiple studies have demonstrated the importance
of effective, non-detrimental communication between secu-

rity analysts in augmenting threat detection performance
(Champion et al., 2012; Henshel et al., 2016; Sundaramurthy
et al., 2016). Similarly, multiple, disparate works have in-
formed the items 10–16 on collaboration. For example, Chen et al.
(2014), has supposed that in computer security teams, unlike
many other teams, collaboration should be initiated at the in-
dividual level and it is under the purview of the analyst to
decide whether to involve other team members or supervi-
sors, and McNeese et al. (2011), found that lack of knowledge
about roles and responsibilities of members in the team would
hamper collaboration, and therefore team performance.

This resulted in a 16-point OAT teamwork scale to assess
and evaluate the qualitative aspects of teamwork. Each item
evaluates a different team-level behavior and process hypoth-
esized to be relevant to cyber defense teams. Categorically, the
16-point OAT statements represent five dimensions of team-
work: (1) Task Distribution, (2) Team Discussions, (3) Leadership,
(4) Communication, and (5) Collaboration.

3.5. Procedure

This study was carried out in compliance of federal and Army
Research Laboratory regulations requiring Institutional Review
Board review of all research involving human subjects prior to
the initiation of a research protocol to ensure the safe and
ethical treatment of humans as subjects in research. All stu-
dents were above the age of 18. The MACCDC event was
conducted between March 31st and April 2nd of 2016. The day
before the event, researchers presented the study in a plenary
session explaining the data collection effort to solicit volun-
tary participation by the students in the competition.They were
informed that their teamwork will be observed and evalu-
ated by an independent evaluator. They were informed that no
video and audio data will be collected. They were also in-
formed that they will not be personally identified in any of the
evaluations. Since there were 64 participants, participant teams
were briefed about the research project in a plenary session
and verbally asked for and signed informed consent to par-
ticipate in this research. The number of participating teams

Table 1 – List of items on the OAT scale with references to previous work.

Item in OAT Reference to Previous Work

2. The Team Captain held several effective team discussions that led to “actionable” tasks
and decision

Staheli et al., 2016

3. The Team Captain did not provide direction or information to team members unless asked Staheli et al., 2016
4. The Team Captain made important discussions through feedback and consensus Jariwala, Champion, Rajivan & Cooke, 2012
5. Two or more members of the team shared the leadership role Jariwala, Champion, Rajivan & Cooke, 2012
6. Members divided tasks between them based on their roles and responsibilities Rajivan & Cooke, 2017; Goodall, Lutters, &

Komlodi, 2004
7. Members redistributed tasks with each other as it was necessary Rajivan et al., 2013
8. Equally contributed information and viewpoints during team meetings and discussions Rajivan, 2014
9. Challenged/questioned (in a constructive manner) each otherâ€™s viewpoints and actions

to avoid biased decisions
Rajivan, 2014

10. Effectively shared information with each other Champion, Rajivan, Cooke, & Jariwala, 2012
11. Gave status updates to others at regular intervals on what they were currently doing Sundaramurthy et al., 2016
12. Disagreed and argued frequently with each other Henshel et al., 2016
13. Proactively initiated collaboration Chen et al., 2014
14. Collaborated with two or more members in the team several times during the day Goodall, Lutters, & Komlodi, 2004
15. Were uncertain on who to collaborate with on a given task or situation McNeese, Cooke & Champion, 2011
16. Were willing to seek help and learn from others Rajivan, Janssen, & Cooke, 2013
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was limited by our inventory of Sociometric Badges; six of the
eight teams consented to all wearing badges during the du-
ration of the two-day MACCDC. Participant teams were not paid
for their participation. They were thanked for their participa-
tion in the research.

Embedded observers were assigned to each participating Blue
Team and closely monitored their activities – as part of the
White cell overseeing the competition they were not permit-
ted to interact with the team directly. Embedded observers are
typically used in cyber defense exercises to assess team per-
formance and, in some cases, to collect team process measures
(see Granasen and Andersson, 2016). We followed this best prac-
tice and had each embedded observer evaluated their Blue team
daily using our OAT scale over the course of the two-day com-
petition. Each statement was scored on a 7-point Likert scale
from 1 (strong disagreement) to 7 (strong agreement). At the
start of each day of competition, all the embedded observers
were debriefed on teamwork processes, pertinent to OAT, they
need to observe during the course of the competition.They were

recommended to rate the teamwork behaviors of a team on
an absolute scale and, avoid comparing one team to another.
The OAT scale is shown in Fig. 4 (first page) and Fig. 5 (second
page).

Our analysis approach first makes use of factor analysis to
identify overlapping or highly correlated factors that can be
aggregated into a few constructs of teamwork. As an explana-
tory framework, the constructs are validated on both scored
team performance data and team sociometrics derived from
the Sociometric Badges © using a variety of modeling ap-
proaches. The sixteen observations from the MACCDC event
were insufficient to conduct a factor analysis of the OAT survey
instrument. We needed additional statistical power to examine
the factor loadings. Thus, to augment the statistical power and
general applicability of the scaled assessment approach, we
also administered the OAT survey instrument a few weeks later
at a four-day National Cyber Defense Exercise (Cybershield 2016)
consisting of 30 military teams of cyber defense profession-
als each with an embedded observer (see Buchler et al., 2016;

Fig. 4 – Front-side (page 1) of the 16-point Observations Assessment of Teamwork (OAT) survey instrument used by
embedded observers to rate the Blue teams

122 c om pu t e r s & s e cu r i t y 7 3 ( 2 0 1 8 ) 1 1 4 – 1 3 6



Henshel et al., 2016). The teams consisted of typically ten to
twelve personnel including a team leader. An aggregate data
set was then used for factor analysis. Responses from both
MACCDC and CyberShield datasets were merged for factor
analysis. Merging data from both exercises produced 113
observations/assessments of teamwork in cyber defense ex-
ercises using the OAT instrument. To protect the sensitivity of
the data sources and for comparison and evaluation pur-
poses, team performance data was collected and anonymized
using a unique numeric team ID. To ensure objectivity in the
ratings by the embedded observers, three OAT survey items were
worded negatively. The scoring was reverted for these items
to be on the same positive scale as the remaining variables in
the instrument where higher values are better. Note that the
Cybershield dataset was used just to support the factor analy-
sis of the OAT survey instrument; this training event did not
provide scored performance data from which to examine mili-
tary team effectiveness.

4. Analysis and results

4.1.1. Repeated measures design
The experimental design of the study was repeated mea-
sures as each team was assessed for teamwork across multiple
days. As a repeated measures design with an independent sam-
pling of teams, the variance of the team assessments is
influenced by both within- and between sources (Reise et al.,
2005). In such situations, a multilevel factor analysis may be
warranted to statistically account for the tendency of obser-
vations of the same team to be highly correlated with one
another (i.e. within), more so than observations from other
teams (i.e. between). To determine if multilevel factor analy-
sis is required, we calculated the Intraclass Correlation
Coefficient (ICC) statistic for each variable on the OAT scale
(Koch, 1983). The ICC is a measure of consistency or confor-
mity between two or more quantitative measures and describes

Fig. 5 – Back-side (page 2) of the 16-point Observations Assessment of Teamwork (OAT) survey instrument used by
embedded observers to rate the Blue teams
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how strongly units in the same group resemble each other by
estimating the proportion of total item variance due to between-
individual variance (see Snijders and Bosker, 1999). When the
ICC of all survey items are 1 then a factor analysis is not nec-
essary.When the ICC is between 0 and 1, then a multilevel factor
analysis is warranted which involves identifying factors sepa-
rately for within and between covariance or examining
correlations between the variables in the instrument (Reise
et al., 2005). When ICC is close to zero for all variables then a
regular exploratory factor analysis is sufficient. ICC is mea-
sured as follows:

ICC MS MS MS MS npr= −( ) + × −( )( )b w b w 1

where MSb is mean square between, MSw is mean square within,
npr is the average number of cases within each group.The data
is grouped here by the day of assessment. The ICC was calcu-
lated for each of the variables using the statsby function in the
“Psych” package in R. It was found to be close to zero (see
Table 2) for all the variables in the instrument as shown below.
Hence a multilevel factor analysis was not pursued as a regular
exploratory factor analysis was warranted.

4.2. Exploratory factor analysis

Exploratory factor analysis (EFA) with principal component
analysis was used for factor extraction. Principal component
analysis summarizes the relationships among the original vari-
ables in terms of a smaller set of dimensions/factors. The
“psych” package in statistical software R was used to run the
factor analysis. The first question concerning “overall” team-
work was excluded from factor analysis as a general item on
the OAT survey instrument not tied to the various categorical
dimension of teamwork. Hence only 15 of the 16 variables from
the instrument were used in EFA analysis. The variable-to-
subject ratio is an important consideration in EFA (MacCallum
et al., 1999) which was 1:7.5 in our study. This ratio shows the
number of data observations per item was more than ad-
equate to obtain a quality factor solution. This ratio is slightly
better than the prior published EFA literature (see Ford et al.,
1986) that recommends a 1:5 variable-to-subject ratio. An item

correlation matrix was composed as the basis for our factor
analysis. We tested the adequacy of the factor analysis for our
15 variable data set using the Kaiser-Meyer-Olkin Measure of
Sampling Adequacy (MSA) and the Bartlett’s test of Sphericity.

A Kaiser-Meyer-Olkin Measure of Sampling Adequacy (MSA)
revealed that the use of factor analysis was adequate, given
the data (KMO = 0.85). Kaiser-Meyer-Olkin MSA coefficients
greater than 0.80 are commonly accepted. Further inspection
of KMO on individual variables indicated that the MSA for the
question on transactive memory (“Member were uncertain on
who to collaborate with on a given task or situation”) was very
low (0.41) whereas MSA for all other questions were above or
close to 0.8. Hence the variable on transactive memory was ex-
cluded from EFA. Small values (below 0.5) indicate a cross-
correlation between variables that may not be adequate/
appropriate for factor analysis. After confirmation tests, further
analysis was conducted on remaining 14 of the 16 variables
in the instrument; the re-run overall Kaiser-Meyer-Olkin test
was 0.87 and the remaining 14 variables all yielded MSAs above
0.8. Next, a Bartlett’s test of Sphericity confirmed that the cor-
relation matrix came from a population of independent samples
χ2 778 3 91 0 001= = <. , , .df p further justifying a factor analy-
sis given the properties of the correlation matrix.3

The factor analysis was performed on the item correla-
tion matrix. Eigenvalues were obtained from the principal
components analysis and a scree plot, shown in Fig. 6, was used
to guide our initial selection. We identified and extracted three
components based on Kaiser’s selection criterion (Eigen-
value ≥ 1.0) shown as a threshold in Fig. 6. Component 1 had
an Eigenvalue of 6.26, Component 2 had an Eigenvalue of 1.27,
and Component 3 had an Eigen value of 1.11. Sharp breaks in
a scree plot are a visual indicator of the number of promi-
nent factors in the dataset. There are limitations to this visual
approach especially when applied to more limited data sets
as in this case (for a full discussion, see Zwick and Velicer, 1986).
The other approach is to use “parallel” analysis method where
extracted Eigenvalues are compared with Eigenvalues ex-

3 The degrees of freedom, df is based on the number of columns
“p” and not the number of observations in the dataset; it is
calculated as df = × −( )( )p p 1 2. So, for fourteen columns,
df = × ( )( ) =14 13 2 91 .

Table 2 – Interclass Correlation Coefficients.

Variable ICC

Held Team Meetings 0.02
Proactive In Directing 0.04
Decisions Through Consensus 0.009
Shared Leadership 0.04
Divided Tasks Based on Roles −0.08
Redistributed Tasks −0.02
Equally Contributed Viewpoints 0.013
Challenged Viewpoints 0
Effective Communication 0.07
Status Updates 0.12
Less Arguments 0.01
Proactive Collaboration 0.04
Collaborated With More −0.002
Transactive Memory 0.004
Peer-to-Peer Learning 0.02

Fig. 6 – Scree Plot of Eigenvalues from the Principal
Components Analysis.
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tracted from a randomly matched set to the original data
matrix4. The random data is generated and compared through
iterative simulations.To determine the valid number of factors,
the parallel analysis consistently returned two factors5, which
we used in the subsequent exploratory factor analysis.

The most commonly used method for rotation is the varimax
procedure. This is an orthogonal method of rotation that mini-
mizes the number of variables with high loadings on a factor,
thereby enhancing the interpretability of the factors. Orthogo-
nal rotation results in factors that are uncorrelated. Another
commonly used rotation is called oblique rotation when the
axes are not maintained at right angles, and the factors are
correlated. Allowing for correlations among factors can sim-
plify the factor pattern matrix. Oblique rotation is often used
when factors in the population are likely to be strongly cor-
related. We used oblique rotation with the “oblimin” method
reasoning that the factors would be correlated as all the vari-
ables in the instrument measure some aspect of teamwork.

In order to characterize the factors, let F = F1, F2 be the set
of two factors. The two factors identified through factor analy-
sis encompass 13 of the 16 original variables (i.e., X1, X2, …,
X13). The complete list of factors along with their respective
correlations, variables within factors and their respective load-
ings are shown in the diagram in Fig. 7. The two factors are
arranged in a decreasing order of variance, such that
Var(F1) ≥ Var(F2). Similarly, the variables (i.e., X1, X2, …, X13)
are arranged in decreasing order of correlation within each
factor. The first factor encompasses 10 of the 13 variables and
the second factor encompasses 3 of the 13 variables. The first
factor accounted for 66% (0.31) of the variance in given data

and second factor accounted for 34% (0.16) of the variance in
the given data. Note that the variable “Shared Leadership” is
marked in gray and does not belong to either factor because
its factor loading is below 0.3 for both factors. Table 3.

Factor 1 (Communication & Collaboration) is largely com-
posed of items measuring the team construct of communication
and collaboration, whereas Factor 2 (Leadership) is com-
posed of items measuring aspects of team leadership. Table 2
presents the factor loadings of all 14 variables to the two factors.
Factor loadings can be characterized as correlations between
the variables and the factors. Factor loadings can range from
−1 to 0 to 1. Loadings close to −1 or 1 indicate that the factor
strongly affects the variable. Loadings close to zero indicate
that the factor has a weak effect on the variable. Variables with
factors loadings 0.4 and above are often considered to have a
moderate to strong effect on the factor. Variables with weak
effect on the factors were excluded from the factor, such vari-
ables marked in gray in Table 2. Only factors with factor
loadings ≥ 0.4 were retained for further analysis.

The two factors were composed of differing numbers of vari-
ables. Factor 1 was composed of ten variables, while Factor 2
is composed of three. While all of the 13 variables within the
two factors are on the same scale and are normalized to be
on a positive scale (wherein higher is better), the factors also
have to be standardized to account for differences in number
of variables present in each factor. The variables in each factor
were summed to create a single variable corresponding to each
factor:

F iji V= ∑

where Fi is the ith factor and Vij is the jth variable in Factor Fi.
Next, a standard value (z-score) was calculated for all raw values
in two newly created variables corresponding to the two factors
as below:

z fi i i i= −( ) ( )μ σ

4 For further reference, see: https://cran.r-project.org/web/packages/
psych/psych.pdf, page 130.

5 In the Psych package in R, we set the “fa.parallel” function to
run 1,000 iterations in the parallel analysis simulation.

Fig. 7 – Results of the Factor Analysis

Table 3 – Factor Loadings of variables to the two Factors.

Significant weighted factor loadings are shown as shaded items.
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where zi is the standardized score for each value fi in Factor
Fi, µi is the mean of fi and σi is the standard deviation of fi. This
produces standardized, centered Collaboration and Leader-
ship variables with a zero mean.

4.3. Sociometrics of team structure and face-to-face
interaction

The Sociometric Badges © (Humanyze Inc.) provided a social
sensing platform to track all the individual and team interac-
tion behaviors for six of the eight teams over the two-day
MACCDC. This included the automatic recording of face-to-
face (F2F) communication and social team interactions (infrared
sensor) and time spent talking (microphone). Face-to-face com-
munication (see Kirkman et al., 2004) was the predominant
means of direct communication between team members during
the exercise. The infrared sensors in the front of the badges
provide a time-stamped record of all detections of other badges
throughout the event. Infrared badge detection requires direct
line of sight as the receiving badge’s infrared sensor must be
within the transmitting badges infrared signal cone of height
h ≤ 1 m and radius r tan≤ = ±θ 15 deg (Olguin, 2007). For each
badge detection, a face-to-face interaction may occur depend-
ing on the duration. Social Network Analysis (Wasserman and
Faust, 1994) was used to examine the structure of team inter-
actions where teams were composed as sets of individual nodes
and the connections between them (edges). In Fig. 8, MACCDC
team structures are represented as face-to-face connections
(edges) between individual nodes and are arrayed by increas-
ing composite team performance (see Fig. 2). Below we examine
the social network statistics for each team in relation to scored
performance.

4.3.1. Unweighted density
We constructed a face-to-face (F2F) network based on the
pattern of badge detections with each node representing a team
member (tracked by badge ID) and edges representing face-
to-face detection between two badges. In a weighted network,
each edge would be weighted by the number of detections that
occurred. In our case, MACCDC teams operated in a com-
puter enclave. A very high number of detections between the
same two badges probably has more to do with seating ar-

rangements than with meaningful interactions, so our F2F
network was composed of unweighted edges. Network density
is a measure of the number of connections, normalized by the
number of possible connections. So, in a team of 8, there are
(8 × 7)/2 = 28 possible pairwise connections. A density score of
1 would indicate that all 8 members had F2F interactions with
all of their teammates whereas a score of 0 would indicate no
F2F interactions. As shown in Fig. 9, MACCDC teams with a
higher F2F network density tend to have lower scores for Ser-
vices, CEO, and Incident Response; however, this pattern was
not evident for scenario Inject scores.

4.3.2. Team captain talking
Audio information is recorded by the Sociometric Badges© using
two microphones, automatically capturing conversational time
and vocal features provided as speech profile outputs. For every
minute of the exercise, a speech profile outputs how many
seconds the person wearing the badge was speaking or silent.
For the “team captain talking” measure, we summed time spent
talking for each member of a team, then standardized these
numbers as z-scores. This measure indicates how much time
the captain spent talking, relative to his/her teammates. If the
captain talks about the same amount as his/her teammates,
the captain score will be around 0. If the captain talks less than
the teammates, it will be negative. If the captain talks more
than the teammates, it will be positive. This measure is inde-
pendent of the overall “talkativeness” of the team. Captains
who talk more relative to their teammates tend to have lower
Scenario Inject scores. As shown in Fig. 9, very weak or no re-
lationships were observed for the other scores.

4.3.3. Degree centralization
Using the same F2F network as above, we examined network
centrality. This is a measure of how unequal the degree is
among team members (see Fig. 9). This involves getting every
team member’s degree (number of connections to other team
members), comparing to the max possible degree for a single
node, and summing over nodes. We normalize this value by
that of a star network of equal size. A star network is the most
centralized configuration of nodes. So, the degree centraliza-
tion score ranges from 0 to 1. Lower scores indicate less
centralized, more egalitarian networks; higher scores

Fig. 8 – Network visualization of face-to-face interactions among the MACCDC teams arrayed by increasing composite team
performance by team number (see Fig. 2)
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indicate highly centralized networks. A score of 0 would mean
all nodes have the same degree; a score of 1 means a star
network – one node has the maximum possible degree, the
other nodes have degree 1. As shown in the bottom panel of
Fig. 9, MACCDC teams with a higher F2F network degree cen-
tralization tend to have higher scores for Services, CEO, and
Incident Response; however, this pattern was not evident for
scenario Inject scores. These patterns of results mirror those
of F2F network density (unweighted) as higher network density
leads to lower degree centralization.

4.4. Bayesian multiple linear regression

The focus of our analysis is to understand what contributes
to effective cyber team performance. We conducted a Bayes-
ian statistical analysis to predict MACCDC scored team
performance using all of our derived measures as potential vari-
ables in a Bayesian Multiple Linear Regression. The variables
under consideration include:

1. Collaboration & Communication (standardized OAT factor)
2. Leadership (standardized OAT factor)
3. Years College (team average)
4. F2F Density
5. Captain Talking
6. F2F Degree Centrality

As a measure, Variable1 (Collaboration & Communication)
is strongly negatively correlated with Variable5 (Captain Talking),

r(6) = −0.67. In addition, Variable4 (F2F Density) is strongly nega-
tively correlated with Variable6 (F2F Degree Centrality),
r(6) = −0.62. Hence the variables Captain Talking and F2F Degree
Centrality were excluded from the Bayesian analysis. Prelimi-
nary Bayesian Analysis models revealed that Variable3 Years
College was an insignificant predictor of team performance in
all three tasks and hence was excluded from further analy-
sis. Thus, the Bayesian Multiple Linear Regression models
included three variables (1, 2, and 4) to predict team scores and
performance on each of the three task areas (Service, Injects
and Incident Response)6.

In the Bayesian analysis, each of the three variables – Col-
laboration, Leadership, and F2F Density – were used as the
criterion variables in the regression model. Our Bayesian analy-
sis uses observed data to yield complete distributional
information regarding the parameters in a regression model.
A noncommittal broad prior was used on the parameters so
that the prior had minimal influence on the posterior. For the
analysis, the data were standardized 7, and the intercept and
slope parameters had normal priors with mean zero and stan-
dard deviation of 10, which is very large relative to the scale
of the standardized data (because standardized regression

6 The CEO performance metric was not used since it was an
ordinal ranking. Separate regression models were used because the
team scores varied widely as shown in Fig. 2.

7 An additional benefit to using standardized data in the Bayes-
ian regression is that it could reduce potential convergence issues
(Kruschke, 2015, p. 624).

Fig. 9 – Top Panel: Face-to-face network density (unweighted) and standardized team performance (z-scores) for
maintaining services, Chief Executive Officer (CEO) engagement, scenario injects, and incidence response (IR) Bottom Panel:
Face-to-face network degree centrality and standardized team performance (z-score) for four scoring dimensions
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coefficients β will tend to fall between −1 and 1). The residual-
noise parameter had a broad prior extending from zero to 10
(which is extremely broad and inclusive relative to the stan-
dardized noise of 1). The estimated parameters were linearly
transformed back to the original scale (see Kruschke, 2011).The
posterior was generated as a Markov Chain Monte Carlo (MCMC)
sample using the R statistical computing software, rjags, and
JAGS (Plummer, 2011). Three MCMC chains were initialized at
the maximum likelihood values of the parameters and well
burned in (for 1,000 steps), and a total of 250,000 steps were
saved. There was very little auto-correlation in the well-
mixed chains. The resulting MCMC sample is therefore highly
representative of the underlying posterior distribution. Sepa-
rate regression models were used to predict the three different
performance metrics used at MACCDC: Services, Scenario Injects
and Incidence Response scores.

4.4.1. Model 1: predict service score: β1 (communication &
collaboration), β2 (leadership), & β3 (F2F density)
Model 1 consisted of the two teamwork factors (identified from
OAT) and one sociometric measure of the density of F2F team
interactions. All three variables were assessed as predictors of
team performance on maintaining Services using a Bayesian
Multiple Linear Regression statistical model. Shown in Fig. 10
(panel A), the marginal posterior on β1 (Communication &

Collaboration) had a mean of 0.19 and 95% highest density in-
tervals (HDIs) that extend from −0.61 to 0.97. In Fig. 10, the black
bar and values at the bottom of the x axis denote the cred-
ible value ranges within the 95% HDI (Kruschke, 2015). Zero is
a credible value among from the 250,000 representative values
in the posterior distribution.The marginal posterior on β2 (Lead-
ership) had a mean of 0.32 and 95% that extended from −1.11
to 0.50; zero was among the credible values. Thus, the team-
work factors do not predict team scored performance on
maintaining the integrity of Services. F2F Density (β3) was a
negative predictor based on a mean of −0.47 and a 95% HDI
that extended from −1.24 to 0.30. Since zero is at the limit of
credible values (91% < 0) for β3, we can infer that team F2F
Density is a likely negative predictor of scored performance
on maintaining Services.

Thus, teams structured with less F2F density tended to score
higher on Maintaining Services. As a predictor, β3 (F2F Density)
differed quite strongly from other predictors. Expressed as dif-
ference scores in Fig. 10 (panel B), for instance, the posterior
distribution mean of β1– β3 is 0.64 with a 95% HDI that ex-
tended from −0.19 and 1.49; at the limit, zero is not a credible
value. So, the sociometrics of team interaction uniquely pre-
dicted Service performance even compared to the Collaboration
& Communication factor derived from observational
assessments.

Fig. 10 – Panel A: Posterior distributions of regression parameters for Model 1 predicting team Service Score performance
with β1 (Communication & Collaboration Factor), β2 (Leadership Factor), and β2 (Leadership Factor) as predictors of team
performance. Strong predictors indicated by red type. Panel B: Posterior distributions of difference among parameters
indicates unique predictive quality of β1 to Scenario Inject score performance.
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4.4.2. Model 2: predict scenario inject score: β1
(communication & collaboration), β2 (leadership), & β3 (F2F
density)
Model 2 consisted of the two teamwork factors (from OAT) and
one sociometric measure of team F2F density, all three of which
were assessed as predictors of team performance on scored
Scenario Inject tasks using a Bayesian Multiple Linear Regres-
sion statistical model. Shown in Fig. 11 (panel A), the marginal
posterior on β1 (Communication & Collaboration) had a mean
of 0.433 and a 95% HDI that extended from 0.04 to 0.91. All rep-
resentative values in the posterior distribution were above zero,
so zero was deemed not credible. The marginal posterior on
β2 (Leadership) had a mean of 0.427 and 95% that extended
from −0.045 to 0.9; zero was deemed not credible. Since zero
is not among the credible values of both β1 and β2 with a
pseudo r2 of 0.81, we can infer that both the Communication
& Collaboration factor and the Leadership factor were strong
predictors of performance on Scenario Injects tasks. In addi-
tion, the marginal posterior on β3 (F2F Density) had a mean
of 0.26 and 95% that extended from −0.19 to 0.73. Since zero
is not among the credible values for β3, we can infer that greater
team F2F Density is also a strong predictor of Scenario Inject
scored performance. Note that this result contrasts our pre-
vious Model 1 where less team F2F Density was a likely
predictor of Services task performance. In predicting Sce-
nario Inject performance of the teams, the directions of all three
effects were remarkably consistent.Teams exhibiting rich com-

munication & collaboration, a consensus (non-directive)
leadership style, and greater F2F Density were predicted to have
better Scenario Inject scores. And, β3 (F2F Density) differed quite
strongly from other predictors as the posterior distribution mean
of β1–β3 is 0.44 with a 95% HDI that extended from −0.06 and
0.93; zero is not a credible value. As in the previous model, the
sociometrics uniquely predicted performance even com-
pared to observational scaled assessments of Collaboration &
Communication.

4.4.3. Model 3: predict incident response score: β1
(communication & collaboration), β2 (leadership), & β3 (F2F
density)
Model 3 consisted of the two teamwork factors (from OAT) and
one sociometric measure of team F2F density, all three of which
were assessed as predictors of team performance on Inci-
dent Response tasks using a Bayesian Multiple Linear Regression
statistical model. Shown in Fig. 12 (panel A), the marginal pos-
terior on β1 (Communication & Collaboration) had a mean of
−0.12 and 95% that extended from −0.70 to 0.48; zero is among
the credible values. The marginal posterior on β2 (Leader-
ship) had a mean of −0.47 and a 95% HDI that extended from
−1.06 to 0.13. All representative values in the posterior were
below zero, so zero was deemed not credible.Thus, we can infer
that a directive leadership style (negative parameter esti-
mate) is a strong predictor of performance on Incident Response
tasks. The marginal posterior on β3 (F2F Density) had a mean

Fig. 11 – Panel A: Posterior distributions of regression parameters for Model 2 predicting Scenario Inject score with β1
(Communication & Collaboration Factor), β2 (Leadership Factor), and β3 (F2F Density) as predictors of team performance.
Strong predictors indicated by red type. Panel B: Posterior distributions of difference among parameters indicate unique
predictive quality of β1 and β3 to Scenario Inject scored performance.
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of −0.55 and 95% that extended from −1.12 to 0.03. Since zero
is not among the credible values for β3, we can infer that lower
team F2F Density is a strong predictor of Scenario Inject Score
performance; a result similar to our previous Model 1 in pre-
dicting Services task performance. Since zero is not among the
credible values of β2 (Leadership) nor β3 (F2F Density) with a
model pseudo r2 of 0.69, we can infer that both Leadership (Di-
rective Style) and less F2F Density are strong predictors of
performance on Scenario Injects tasks. Again, β3 (F2F Density)
differed quite strongly from other predictors (see Fig. 12), panel
B) as the posterior distribution mean of β1 - β3 was 0.43 with
a 95% HDI that extended from −0.18 and 1.07. Thus, in all three
models, the sociometrics uniquely predicted performance even
compared to observational assessments of Collaboration &
Communication.

5. Discussion

Our approach focused on understanding the characteristics of
effective cyber defense teams by examining teamwork factors
influencing team performance at a premiere collegiate cyber
defense competition. The cyber defense teams were actively
engaged throughout the competition in responding to and miti-
gating cyber attacks. As a well-established and moderated
competition, the MACCDC provided a multi-dimensional evalu-
ation of scored team performance along indices of: (a)

Maintaining Services, (b) Incidence Response, and (c) Sce-
nario Injects. Bayesian analysis predicted MACCDC scored team
performance along each of these dimensions using our derived
measures of team processes (communication & collaboration
and leadership factors from the OAT scaled assessment of team-
work) and the sociometrics of teams’ face-to-face interactions.
Our derived measures were validated as strong and unique pre-
dictors of scored team performance along each of these
dimensions. Our results suggest that to maximize team per-
formance scores in Collegiate Cyber Defense Competitions,
teams would do well to adopt different collaborative and lead-
ership approaches and vary face-to-face interactions according
to the nature of task at hand. These results are each dis-
cussed, in turn, for the three scoring dimensions, and then in
relation to theoretical perspectives in the research literature
on team development.

For “Maintaining Services”, face-to-face density emerged as
a likely negative predictor of performance so that teams struc-
tured with less face-to-face density were likely to score higher.
This suggests that face-to-face interactions detract from and
perhaps distract cyber defenders from the focal task of main-
taining all ten services and successfully defending the integrity
of their network. This result highlights functional specializa-
tion within teams as a topic of future inquiry and whether the
task of maintaining services is allocated to specific team
members with the necessary skills. It may be that functional
roles are assigned and compartmentalized (i.e. isolated) within

Fig. 12 – Panel A: Posterior distributions of regression parameters for Model 3 predicting team Incident Response Score with
β1 (Communication & Collaboration Factor), β2 (Leadership Factor), and β3 (F2F Density) as predictors of team performance.
Strong predictors indicated by red type. Panel B: Posterior distributions of difference among parameters indicate unique
predictive quality of β1 and β3 to Incident Response scored performance.
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high performing teams for this task category and is a key de-
terminate for the timely detection and mitigation of ongoing
cyber attacks to network services.

For “Incident Response”, similar results were also ob-
tained as lower face-to-face density also emerged as a strong
predictor of scored performance as well as a directive leader-
ship style. Thus, to perform well on incident response, teams
did well to focus on the task at hand and limit face-to-face in-
teractions as well as to adopt more of a directive leadership
style in analyzing (i.e. attack forensics) and coordinating all of
the information required in writing up a report of each cyber
security incident and submitting it to authorities. Teams were
required to produce professional reports as no partial points
were awarded for incomplete or vague incident reports. Thus,
a directive leadership style contributed to the completeness
and professionalism in addressing incident reporting require-
ments which included a description of what occurred (including
source and destination IP addresses, timelines of activity, pass-
words cracked, access obtained, damage done, etc.), a discussion
of what was affected, and a remediation plan.

For Scenario Injects, teams received high-priority tasks that
needed to be completed within a given amount of time. The
tasks were consistent with a service delivery model as prac-
ticed by cyber security teams in IT departments of small to mid-
sized businesses and included creating policy documents,
making technical changes, and attending meetings. All three
derived measures predicted performance in a remarkably con-
sistent direction. Teams exhibiting all three attributes of: (a)
rich communication & collaboration, (b) a consensus (non-
directive) leadership style, and (c) greater face-to-face density
were predicted to have better Scenario Inject scores. This in-
dicates that a high degree of team coordination is involved to
achieve coherence in effectively responding to scenario injects.
A primary challenge for team members is to define amongst
themselves how to support team coordination and collabora-
tion in the achievement of work. Research on shared team
mental models (Cannon-Bowers et al., 1993) suggests that high
performing teams all share knowledge about the task being
performed, the tools needed to execute that task, other team
members’ skills, and standard operating procedures for inter-
acting with other team members (Wood et al., 2014). Empirical
support for the shared team mental model perspective is mixed
due to the challenges of measuring and defining such con-
structs. To address this challenge, Cooke et al. (2013) propose
a theory of interactive team cognition that is focused on team
activity-based interactions8 rather than team member knowl-
edge; the authors maintain that what is essential for team
effectiveness is not that all team members receive all infor-
mation, but instead functional specialization with well-
coordinated information passing (i.e. an effective transactive
memory system; Hollingshead, 1998). Developing a highly
contextualized understanding of information and skill require-
ments associated with specific tasks (i.e. crafting a policy
document, reconfiguring a firewall) and to examine subse-

quent team transactions in achieving them. As a starting point,
a number of researchers have applied goal-driven require-
ments engineering (see Lamsweerde et al., 1998) with user task
modeling to better align human and system interactions (Zhang
et al., 2006) and achieve highly-contextual and tailored decision-
support recommendations (Buchler et al., 2014).

5.1. Team development perspective

Our findings are consistent with theoretical perspectives in the
literature on team development. Simply placing a number of
skilled individuals in a group and expecting them to perform
effectively as a team is both naive and unrealistic. Teams
undergo a maturation process over time by which they learn
to work effectively together. Kozlowski and Bell (2003) provide
a review of the teaming literature from a lifecycle or team de-
velopment perspective.With a few exceptions, the authors point
out that there are relatively few theories on work-directed team
development. Many empirical studies focus on examining new
ad-hoc teams in laboratory studies with no broader organiza-
tional context, work roles, or prescribed interactions. Of the
different stage models in the literature that describe the key
stages and developmental milestones underlying the trans-
formation to effective and high performing teams, the most
established and extensible to work environments is Tuckman’s
(1965) model consisting of four stages – forming, storming,
norming, and performing. During the forming stage, team
members are highly interactive as they seek to understand each
other and define common approaches to basic tasks. All of the
teams participating at the MACCDC were not ad-hoc teams as
they had trained for and performed well at an initial regional
qualification round that earned them a spot at the MACCDC
competition. Thus, it can be assumed that the teams were
somewhere along the continuum of storming, norming, and
performing. The storming stage is defined by internal con-
flict between sub-groups and/or the competence of the team
leader is challenged; individuals may react against efforts to
establish and control team processes. The norming stage is
defined by the emergence of team procedures for coopera-
tion as the processes of teamwork are being sorted and
established. Finally, the performing stage is defined by func-
tional roles that are adopted and adhered to in a flexible manner
to address the tasks at hand in an efficient manner. Overall,
our results are consistent with Tuckman’s (1965) model as low
performing teams exhibited greater face-to-face density of in-
teractions and adopted more of a directive leadership style. In
contrast, high performing teams had established normative
work routines and, as discussed earlier, may have functional
role specialization that would limit the need for face-to-face
interactions. Team members knew what they needed to do to
for the various tasks in the scored competition.

Our sociometric analysis found that team leaders in low per-
forming teams were more central in the face-to-face network
of team interactions and also adopted more of a directive lead-
ership style. In a meta-analysis, Balkundi and Harrison (2006)
found that leader centrality in team interactions9 is posi-
tively correlated to team performance. On the other hand,

8 Here the authors examine team activity that we define as digital
behaviors – such as logs of email and chat communications – that
is distinct and complementary to sociometric measurements – face-
to-face interactions, mobility, activity-level, speech acts, and
proximity – derived from wearables technology (i.e. physical sensors).

9 SNA centrality measures are typically defined by instrumen-
tal tie density, operationally defined as task-relevant communication.
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Hollenbeck et al. (2011) examined performance from 93 four-
person teams and found that moving from a decentralized to
a centralized structure can be harmful for team perfor-
mance. In reconciling such contrary findings, the validity of such
explanations may be highly dependent upon context and the
team formation process. For instance, it could be that a leader
steps in centrally because the team is performing poorly. Ac-
cording to the classic Situational Theory (see Hersey and
Blanchard, 1993) the leader has to adapt their leadership style
to the development level of the subordinates. This theory
assumes that when the development level of the followers is
low the leader has to assume a more directive style. On the
other hand, when the development level of the subordinates
is high the leader should adopt a more delegating style. Taking
this into account, we can expect that highly developed teams
are more autonomous and perform better.This means that team
members do not need to communicate as often with the leader
or each other. Contrarily, less developed teams have to inter-
act with the leader and other team members more often to
ask for instructions, feedback, etc. This view of leadership is
consistent with complexity leadership theory (Lichtenstein and
Plowman, 2009; Schreiber and Carley, 2006) that defines lead-
ership as an emergent property of dynamic team interactions
requiring network science approaches to capture the struc-
ture of those interactions and the work context that they are
responding to.

The relationship between defensive success and the number
of years at a university (freshman, sophomore, etc) has been
assessed in capture-the-flag cyber defense competitions (Dodge
et al., 2007); the results suggest that seniors are tougher targets
than freshmen. In our analysis, the mean number of years at
a university did not emerge as a unique predictor of perfor-
mance. In our models, the effects of years of experience were
subsumed by our three derived measures that defined the con-
tinuum of team development. In future studies, we plan to
develop additional survey questions that address the experi-
ence level, skills, and functional roles of each member of the
team to better understand the maturation of team structure
and processes.

5.2. Future directions in team-level diagnostics

Our approach uncovered common team processes that are
expected to be relevant for every cyber defense team. Such
domain general approaches are needed in order to pave the
way for more focused approaches using social-sensing tech-
nological platforms and big data analytical approaches that
can be attuned to address a particular team context. Discov-
ering the set of common tasks faced by cyber defense teams
and their underlying decision-theoretic information and skill
requirements is a particular area of emphasis for future
research.

Recent advances in the collection of “digital behaviors” from
logs of human-computer interactions along with the collec-
tion of “analog behaviors” with the pervasiveness of sensor
technology – from smart phones to wearable sensing devices
– coupled with methodological developments in data science
has the potential to drive new and innovative behavioral ap-
plications that involve tools and platforms for continuous
human monitoring and developing a science of teaming. As

demonstrated with our social-sensing Sociometric Badges,
individual-level social sensing data can provide network level
analytics of behavior interactions that can be applied to un-
derstand team structure; such approaches can be expanded
considerably to examine the specific context of cybersecurity
teamwork and develop team-level diagnostics. A key future chal-
lenge in developing team-level diagnostics that are sensitive
to the specific team context is to design novel algorithms for
data analysis which must include, but are not limited to: social
network analysis of single graphs and knowledge-based multi-
graphs; individual and team profile information that includes
a cyber skills assessment; flow analysis to assess team col-
laborations and interactions; and individual-level behavior
pattern analysis with the capability to infer human states that
can be aggregated to infer team-level states. Additional capa-
bilities should incorporate the latest analytical capabilities based
on language analysis to infer team context from communica-
tions and indicators of hierarchical positioning (Kozlowski and
Bell, 2003). Such integrated innovations into a social sensing
platform could eventually support the management of small
teams in order to greatly shorten the time required to develop
and field high-performing cybersecurity teams with assured
skills and proficiencies, effective leadership, and established
patterns of communication and collaboration.

6. Conclusion

Our results are consistent with theories of team formation and
the establishment of normative and performance-focused work
routines. This highlights a critical need for team training to
address current critical challenges in the cyber security domain.
Human collaboration and leadership of cyber security teams
are essential to the management of complex technical systems
and coordination of effective responses to ongoing cyber threats.
The indices of team structure, collaboration, and leadership
processes emerged as key determinants of scored perfor-
mance in the cyber security domain and likely reflect the
maturation-level achieved by the team. A key objective for future
work is to extend our OAT scaled assessment approach to
include items that address team development and maturation-
level to include the overall amount of experience working as
a team as well team composition to include technical skills,
proficiency levels, and functional role assignments within each
cyber team.This research also demonstrated the utility of mea-
sures derived from wearables technology and collected over
the duration of a two-day cyber defense competition, auto-
matically capturing human face-to-face interactions (infrared
detector), conversational time and vocal features (micro-
phone), physical proximity to others (Bluetooth), and physical
activity levels (accelerometer). Such rapid technological ad-
vancements in wearable technologies, physiological monitoring,
environmental sensing, communications, computing technol-
ogy, network technologies, and “big data” analytics represent
a boon to the social computational sciences. Increasingly, such
social sensing platforms should be leveraged to enhance human
measurement and validate and refine theories regarding the
factors influencing human performance and teamwork over
time.
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