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1. Introduction 
In response to two requests stemming from the Supreme Allied Command 
Transformation (SACT) Human Capital Focus Area and the Human Intelligence Centre 
of Excellence (HUMINT COE), the Innovation Hub organized and facilitated an online 
workshop on the topic of Cyber Psychology. Cyber Psychology (or Internet Psychology 
or Web Psychology) is a developing field that encompasses all psychological 
phenomena associated with or affected by emerging technology. 

2. Background 
Cyber Psychology is a developing, complex scientific field. With increasingly more smart 
and autonomous machines, it has become apparent that a new form of psychology 
needs to be developed. A form that will examine the way humans and machines impact 
each other. Also, it will explore how the relation between humans and AI will change 
human interactions and machines intercommunication. This development is for some a 
solution to cope with human problems; for others, it is a threat to the future of humanity. 
Either way, the cybernetic world keeps transforming humans and it will increasingly do 
so in the future. In this context, the humans of tomorrow will have to further develop a 
psychology in relation to machines but also a psychology of machines, AI and/or hybrid 
robots. Therefore, Cyber Psychology is at a crossroads of two main fields: psychology 
and cybernetics. All this could be relevant to Defense and Security and to all the areas 
which NATO prioritizes to prepare its transformation.  

3. Objectives 
The purpose of the workshop is to conduct fact-finding and brainstorming about the 
aspects of Cyber Psychology that are the most relevant to NATO and capture findings 
and recommendations in a report. 

4. Scope 
The results of the workshop will inform the Human Capital Focus Area and the HUMINT 
Centre of Excellence and can benefit the academic world while leading to further 
discussions and research. It will also allow the ACT Chain of Command to decide on 
follow up activities in the field of Cyber Psychology within NATO. 
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5. Participants 
Over 30 participants online and onsite from various backgrounds and expertise 
participated. There were lively discussions resulting in thought provoking topics that will 
lead to further research and discussions. 

Speakers and Topics: 

6. Relevant questions for NATO 
The questions in the table were collected before the workshop. While not all were 
answered during the workshop due to time limitations, the collaborative efforts of the 
participants have made progress in identifying focus areas. 

Speaker Topic
Dr. Barbara Kowalczuk University of 
Bordeaux

Scoping Cyber Psychology

Prof Bernard Claverie 
Ecole Nationale Superieure de Cognitique 
Bordeaux, France

Dr. Gráinne Kirwan 
Department of Technology and Psychology 
IADT

Virtual Reality

Dr Char Sample 
Cyber Security Researcher 
Fellow at ICF International

Social Dynamics

Dr. Norbou Buchler 
Cyber & Networked Systems, Team Lead 
Human Research & Engineering Directorate  
Army Research Laboratory

People and Technology

Dr. Tom Holt 
School of Criminal Justice 
Michigan State University

Cyber Defense and Security

Organization Questions/area of interest

ACT Cyber Branch Who to recruit for cyber operations

How to train the people for cyber environment and operations

How to build trust within cyberspace

How to crowdsource in cyberspace in support of NATO’s goals 
and operations

Create an environment that reduces threat
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How to incentivize in cyberspace

HUMINT COE The impact of an "universal (all-language) translator" on 
human interaction / HUMINT / NATO operations

education and training in digital era (new solutions)

Artificial Intelligence - future HUMINT source?

polygraph capability in cyber ... to be able to identify if the 
identity of a social-media user is a fake or a real one based on 
communication script

psychological profile development capability based on 
biometrics records of a persons. (Based on biometrics 
analysis applied to different media records of a person ... to be 
able to come up with a psychological profile)

Human Capital FA Develop a mechanism to identify what/how many training 
facilities are required to satisfy NATO needs

Audit NATO's existing cyber policies and training to ensure 
that they reflect rapidly evolving environment/capability/ threat

Assess how existing/emerging AI technology could be 
introduced and standardized within NATO (including training, 
policy and doctrine considerations), with consideration for 
‘emotional intelligence’ 

Assess effects of new technologies on decision making 
processes

How have different religions/sexes/races adapted the cyber 
world? How effect have they been?

How does different media affect fake news?

In what kind of communities does fake news spread the 
fastest? How do different groups use media to their 
advantage? Ex. Do religious groups use different propagandas 
on media platforms to push their agenda?

To what extent does liberal-heavy or conservative-heavy 
propaganda on social media affect young voters? Are young 
voters susceptible to this propaganda?

How do we combat fake news as we enter an era of “online 
children?”
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8. Execution of the workshop 
The introduction included administrative remarks and the lay out of the workshop 
including the objectives of the workshop, and finally the potential actions the workshop 
results can generate for NATO. 

Several speakers were scheduled to present followed by questions and discussions. 
The presentations from all speakers will be collected and posted on the Innovation Hub 
website and will be included in the final report. 

The first speaker was Dr. Barbara Barbara Kowalczuk, University of Bordeaux, on 
relations between cyber and humans where legal, ethical and moral implications are 
essential. This presentation was followed by Dr. Grainne Kyrwan who presented 
possibilities and significances of Virtual Reality (VR) and Augmented Reality (AR). Both 
VR and AR can influence NATO in the fields of for example training, cultural awareness, 
and stress management (like PTSD). Also, the negative implications of VR/AR were 
discussed e.g. how can an adversary use this against NATO and partner nations.  
Next up was Dr. Char Sample who spoke about the relation between cyber and culture; 
how cyber can influence culture and vice versa. If a group, country or culture sees the 
world differently, one might organize their data differently. Dr. Sample elaborated on the 
various studies that have been conducted and stated more study is necessary e.g. in 
the field of social engineering victims.  
Dr. Sample was followed by Dr. Norbou Buchler who discussed Cyber Teaming and why 
humans matter to Cyber Defense. What makes the best team in Cyber Defense? Data 
from Cyber competitions can be used to predict performance. In the future the changing 
relationship between man and machine could result in a machine being part of a team, 
as a teammate and not a replacement for a human. A discussion point in this topic was 
trust that humans have or not have in machines as well as the trust humans have in 
each other when working remotely from each other. Trust is not considered a single 
state but an evolving, situational dependent state.  
The final speaker was Tom Holt who addressed the psychology behind computer 
hackers and computer crime. Dr. Holt covered the motivation and skill levels of hackers 
and how personality and ideological circumstances can influence a hacker’s profile. 
Understanding the psychology of hackers could be used to help prevent cyber attacks. 
The same can apply to programmers producing malicious software. 
Discussions took place during and in between presentations. The amount of time in this 
workshop was insufficient to cover all the topics in depth, or to complete all the 

Should we engage in cultural sensitivity when sending soldiers 
abroad? Does this benefit our purpose abroad? What kind of 
effect does this have?

Is the amount of emotional intelligence amongst different 
cultures the same? How do we become sensitive to that? 
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fascinating discussions that followed each speaker. It is therefore adamant to continue 
the dialogue and continue this effort. 

9. Findings 
The field of Cyber Psychology is as vast as the impact of cybernetics on humanity. Almost each 
of the scientific sub-disciplines addressed during the workshop have some aspects that are 
relevant to NATO. These include: 

Topic Sub-Topic Relevance to NATO

VR/AR Education Potential huge impact on 
military education and 
training

Therapy should support troops mental 
health 

Influence an expanding environment for 
influence operations for any 
party

Society/culture Rise of non state 
actors

Transform the nature of the 
threat as well as the human 
capital that NATO could 
leverage

Unregulated space NATO could face Issues of all 
sorts stemming from the 
unregulated cyberspace 
(legal, ethical, financial, 
criminal, subversive, and 
disrupting the physical 
environment).

Cyber skills vs social 
skills

NATO needs to leverage a 
human capital rich in cyber, 
social and operational skills. 
This is expected to become 
more challenging.

Trust While trust between people 
within cyberspace is a field 
that has been developing for 
a while, trust in AI has to be 
addressed too.

Human-machine 
relations

Teaming future military capabilities 
should be envisaged through a 
human-machine teaming 
approach.
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Identifying and prioritizing potential NATO future initiatives in this field has to be one focus of 
this community. 

10.Way ahead 
Workshop participants and future members of the community should continue the interaction 
in the online forums. This will inspire discussions and increase common knowledge that 
will be captured in the final report.  

A comprehensive report including insights from the 25 Sep 2018 workshop and those to 
be collected in the forums will be completed and published by the end of October 2018. 
It will also provide recommendations to NATO. Based on this NATO will set priorities for 
future initiatives in the field of Cyber Psychology. 

A potential next event could be a conference where additional face-to-face interaction 
will be a valuable contribution to the participating organizations. 

This workshop was co-organized by the Ecole National Supérieure de Cognitique 
(ENSC, Bordeaux, France) and the NATO Innovation Hub.  

Security Hackers 
Identification/
profiling

The science of identifying, 
understanding and profiling 
hostile actors within 
cyberspace is developing. It 
can be nurtured and 
leveraged.

Environmental 
causes

Identifying and addressing the 
causes of cyber threat is 
possible with expert support.

Techniques 
such as 
nudging 
are 
efficient
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